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1. Scope of Standard

The scope of this standard includes theory and principles that relate to the organizational
structure, training, operational tactics, crew resource management, and equipment of tactical
law enforcement UAS teams. The standard will not dictate how member agencies will create or
apply any specific policies as it relates to UAS use, but rather provide guidance and strong
recommendations based upon the terminology, collective opinion, experience and expertise of
the LEDA organization and its stakeholder partners. LEDA understands as time and use cases
progress, so will this document. We will continue to reevaluate these standards annually for any
adjustments that need to be made and will release updated standards as tactics, best practices,
and experience dictate.

2. Airspace Authorizations

Federal Aviation Administration (FAA) regulations restrict the use of UAS in navigable airspace.
A Tactical Beyond Visual Line of Sight (TBVLOS) waiver and the Special Government Interest
(SGI) process can waive some of those regulations for first responders in limited circumstances.
To apply for a TBVLOS waiver the applicant must already have a Certificate of Authorization
(COA) from the FAA. The SGI process is available to first responders and others who have a
Remote Pilot Certificate or operate under a COA.

2.1 Tactical Beyond Visual Line Of Sight

In a time of extreme emergencies to safeguard human life, first responders require the capability
to operate their UAS beyond visual line of sight (BVLOS) to assess the operational environment
such as a fire scene at a large structural fire, to conduct an aerial search on a large roof area for
a burglary in progress, or to fly over a heavily forested area to look for a missing person (see
diagram on the following page for a visual perception). To support public UAS operators acting
in an active first responder capacity, the FAA may approve TBVLOS waivers to 14 CFR
91.113(b), which is the requirement to see and avoid other aircraft. These BVLOS flights are
flown only in extreme situations to reduce risk to first responders and to ensure the safety of the
communities they serve.

TBVLOS authorizations are limited in distance. These authorizations grant the pilot to fly
BVLOS operations within 50 ft of a structure, up to 1500 ft horizontally from the pilot and no
higher than 400 ft above ground level.
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For more information see:
https://www.faa.qov/sites/faa.qov/files/uas/public_safety gov/public_safety toolkit/TBVLOS Waiver Final.pdf

2.2 Special Government Interest Process (E-COA/SGI)

First responders and other organizations responding to natural disasters or other emergency
situations may be eligible for expedited approval through our Special Governmental Interest
(SGI) process.

Operations that may be considered include:

Firefighting

Search and Rescue

Law Enforcement

Utility or Other Critical Infrastructure Restoration

Incident Awareness and Analysis

Damage Assessments Supporting Disaster Recovery Related Insurance Claims
Media Coverage Providing Crucial Information to the Public

To apply for a waiver through the SGI process you must be an existing Part 107 Remote Pilot
with a current certificate or you must have an existing Certificate of Authorization (COA). If your
operation falls under any of the aforementioned emergencies and the flight would require a
waiver (flight in controlled airspace, night operations, flight above 400ft AGL, flight in less than
3SM visibility, etc.), then the SGI process may authorize an emergency COA (E-COA). This
process has been known to be very expedient with submission to authorization times to range
from immediate to ~1 hour.
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To submit a waiver through this process for a planned event, fill out the Emergency Operation
Request Form (MS Word) and send it to the FAA's System Operations Support Center (SOSC)
at 9-ator-hg-sosc@faa.gov. If approved, the FAA will add an amendment to your existing COA
or Remote Pilot Certificate that authorizes you to fly under certain conditions for the specified
operation. If denied, operators should not fly outside the provisions of their existing COA or part
107. Operators have the option to amend their requests.

If the event is not planned, such as a spontaneous emergency (mass shooting, structure fire,
missing person with threat to life or serious bodily injury), contact (202) 267-8276 and provide all
requested information. Depending on the urgency of the UAS operation the System Operations
Support Center (SOSC) representative might immediately authorize the flight, or request the
Emergency Operation Request Form be completed and submitted prior to authorization.

3. Team Structure

The rise of UAS technology has transformed how Special Weapons and Tactics (SWAT) teams
gather crucial information during high-risk operations. Traditionally, teams relied on limited
viewpoints and potentially dangerous recon missions. UAS offer a safer, more comprehensive
solution, but integrating them effectively requires a well-defined role within SWAT command.

UAS teams are not separate units but rather act as an extension of the overall SWAT command.
The pilot, typically a dedicated SWAT team member or specially trained sworn personnel,
functions under the command staff or team leaders who set the mission parameters, including
the specific information needed (e.g. location of suspect, hostages, building layout) and the UAS
operational area. The pilot then relays this information back to the team, providing real-time
aerial footage and analysis.

The internal structure of a SWAT team can vary depending on the size of the agency and the
specific needs of the community. However, most SWAT teams will have a similar core structure,
which typically includes the following:

e Command Staff: Personnel responsible for planning and overseeing SWAT operations,
including the SWAT commander (typically a high-ranking member of the law enforcement
agency) and the tactical commander, who is responsible for on-scene operations.

e Team Leaders: SWAT personnel that are responsible for leading smaller teams of SWAT
operators. These teams may specialize in a particular area, such as entry, sniping, or K-9.

e SWAT Operator: SWAT personnel that are highly trained in tactics, weapons, and the use of
force and are responsible for resolving incidents that would otherwise exceed the
capabilities of traditional law enforcement first responders.

e Crisis Negotiation Team: Specially trained personnel who are skilled in hostage
negotiation and de-escalation tactics. They work closely with the SWAT team to resolve
critical incidents peacefully.

e UAS/Robotics Pilot: The pilot can be a member of the SWAT team or specially trained
sworn personnel whose responsibility is decision-making and operations of UAS or other
robotics to aid a SWAT team with operations and planning.




3.1 Team Structure Models

There are three primary models for integrating UAS teams into SWAT operations:

e Direct Integration: In this model, the UAS pilot is physically embedded within the command
post, often alongside the command staff. This allows for real-time decision making based on
the live video feed. Direct integration is ideal for fast-moving situations where immediate
information is vital and video streaming is not available.

e Indirect Integration: Here, the UAS team operates at a distance from command staff, often
embedded with the SWAT team, relaying information to a designated liaison within the
command post. This model is used when the UAS needs to operate in a high-risk zone or
when the command post lacks space for another team member. While less immediate,
indirect integration allows for a dedicated focus on piloting and analysis. In this model video
streaming is helpful to streamline the flow of information to the command post.

e Hybrid Integration: Due to the severity or complexity of the incident, a hybrid approach to
these integrations might also be employed. As the event evolves, it is possible to transition
from indirect to direct or de-escalate from a direct integration to indirect.

It is preferred to utilize dedicated UAS pilots that have been trained and are experienced in
supporting SWAT operations. However, due to personnel or training restrictions, some agencies
may only be able to utilize SWAT operators as pilots. We believe the best practice would be a
hybrid of both. In most cases the dedicated UAS pilots should be relied upon so that UAS
operations do not take SWAT operators away from their primary function. However, some SWAT
team members should be capable pilots in case dedicated UAS pilots are not available or
extraordinary situations require an internal source.

4. Communications

Seamless communication between the UAS team and the SWAT team is paramount. The UAS
team, operating within the established command structure, must ensure that critical intelligence
gathered through the UAS is relayed to the command post and team leaders, enabling informed
decision making. Dedicated channels should be established to ensure efficient exchange of
information. The pilot relays their observations using precise terminology, avoiding ambiguity
that could compromise the operation. Pre-mission briefings and ongoing training are crucial for
establishing a common language and ensuring everyone understands the capabilities and
limitations of the UAS. Clear communications also ensure safe flight paths and avoid
interference with SWAT actions.




5. Equipment

SWAT teams are increasingly using UAS as a valuable tool during operations. UAS offer several

advantages over traditional methods:

e Improved situational awareness: SWAT teams can use UAS equipped with
high-resolution cameras and thermal imaging to get a better view of a situation before
arriving at the incident’s location. This can help identify potential threats or hazards and plan
a safer approach.

e Reduced risk to SWAT operators: By using UAS to scout a location, SWAT teams can
identify hazards or threats and mitigate the risk of operators being injured or killed during an
operation.

e Reduced risk to suspects: Since the UAS will encounter persons before team members, it
can serve as a de-escalation tool to reduce the level of force necessary to resolve SWAT
incidents.

e Improved efficiency: UAS provide aerial observation, reconnaissance, situational
awareness, and building clearing to aid SWAT teams in making quicker and more accurate
decisions. This can help resolve situations more quickly and safely.

5.1 Hardware Considerations

A wide variety of UAS are available in different sizes and with different capabilities and features.
There is no best UAS, rather there is the UAS that best meets the needs of a particular
operation, and there may be multiple UAS available that fit that profile.

5.2 Small UAS

These UAS are often ruggedized and feature caged propellers that allow for safe indoor flight.
They are utilized for close observation of suspects, searching structures and small spaces (e.g.
attics, crawl spaces), perching for sustained observation, and communications.

Considerations:

e Size: Small UAS can fit in the palm of the hand, while medium sized UAS fit in the space a
laptop would take up. Small UAS provide more maneuverability but tend to be less stable.
Medium sized UAS are more stable, but tend to be less maneuverable and cannot fit into all
spaces.

e Perching: Small UAS have a limitation on persistent aerial observation. Perching, the act of
landing near a suspect or closed door and monitoring the scene using the UAS's video feed,
can result in the UAS overheating and shutting down since small aircraft depend on airflow
from flight to cool onboard electronics. Medium sized UAS often have built-in fans to cool
electronics and prevent overheating.

e Communications: Some UAS have one or two way communication built in. Others can
have communication equipment, such as a smart watch, attached to the airframe to allow for
one way or two way communications with persons.




Lighting: Indoor operations require lighting so that the UAS camera and onboard sensors
that allow for stable flight can function properly. A UAS with built in lights or the ability to
attach lights to the UAS is necessary.

Turtling: This refers to the ability of the UAS to upright itself in the event of a crash. While
this is ideal, some collisions will be unrecoverable, so having multiple aircraft available is
recommended.

Gas exposure: Gas munitions will not affect UAS flight capabilities but may affect the
camera and other sensors needed for smooth operations.

Explosives: The concussion from explosive breaches and distraction devices can affect the
flight of UAS. Standoff distances or barriers should be used when a UAS is operating nearby
an explosive event.

Signal penetration: This refers to the ability of the UAS to send and receive input from the
controller. This can be impacted by distance and barriers between the UAS and the
controller. Each UAS model will have different signal penetration depths and pilots should
account for this in operations.

Durability: Indoor flight inevitably leads to crashes and suspects pose a risk of intentionally
damaging the aircraft. Ease of repair and cost of full aircraft replacement are important
considerations.

Streaming: The ability to stream video from the UAS to command staff and team members
is not a necessity but provides a strong advantage. Broadcasting can be done by hardwired
systems providing direct access to the video feed or streaming through secure networks

5.3 Large UAS

These UAS are used to provide aerial observation and reconnaissance of locations prior to and
during operations.

Considerations:

Flight Time: Standard UAS in the medium to large size have an operational time of 20 to 40
minutes and a range of 1000 to 5000 feet.

Camera Quality: These UAS are used to take images of target locations. Cameras that
have a high level of zoom, preferably optical zoom, provide greater visual detail.
Thermal/Night Vision: A night sensor is a necessity for most teams as SWAT events often
occur in dark. Thermal cameras are helpful for finding people, but can lack detail, such as
what type of object someone is holding in their hand. Night vision cameras provide greater
detail, but are not as helpful in finding people.

Streaming: The ability to stream video from the UAS to command staff and team members
is not a necessity but provides a strong advantage. Broadcasting can be done by hardwired
systems providing direct access to the video feed or streaming through secure networks.




6. Training

For initial basic pilot training to prepare for SWAT team integrations refer to our LEDA Standards
for Law Enforcement.

UAS pilots must be proficient with their equipment, mastering flight control and camera
operation in potentially challenging environments. UAS piloting skills are perishable and must be
consistently maintained to ensure proficiency. It is crucial for UAS pilots to prioritize skill
retention. The complexity of UAS systems, including regular firmware updates, maintenance
requirements, and variations among different platforms, necessitates ongoing training.
Collaborative training with other UAS teams fosters knowledge sharing and provides valuable
opportunities to learn from diverse perspectives and operational experiences. Dedicating time to
equipment updates and maintenance ensures that UAS systems remain in optimal working
condition and minimizes the risk of malfunctions during critical operations.

Pilots should train with different UAS platforms to expand their skill sets and adaptability,
enabling them to effectively handle a range of mission requirements. This exposure to diverse
systems also enhances their understanding of the complexities associated with different UAS
platforms and improves their overall operational effectiveness.

Joint training exercises with the SWAT team are essential. SWAT team members need to
understand UAS capabilities and limitations, while pilots gain valuable insight into SWAT tactics
and communication protocols. This collaborative training fosters a sense of shared purpose and
ensures smooth operation during real-world scenarios.

Considerations:

e Frequency: The frequency of training will depend on the equipment the UAS team is
utilizing. For example, if you are employing an interior UAS that has minimal to no
stabilization, weekly training would be appropriate to maintain a high level of proficiency. At
a minimum, interior flight training should be conducted at least once per month.

e Topics (include but are not limited to):

Team movement

Team communications

Reconnaissance flights

Observational flights

Indoor operations/confined spaces

Barricaded suspect

Warrant service flights

Hostage rescue
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e Objectives: Each scenario should be as realistic as possible and should have a minimum of
three winnable goals. For example, a warrant service of a target location in airspace where
UAS are typically prohibited from operating, such as near an airport.

o Winnable goals:

1) Proper acquisition of airspace authorization via SGI.

2) Proper initial size-up tasking with direct observation of targets (fuse box, dog bowls,
vehicles in drive).

3) Effective communication with ground personnel.

o Pilots can be presented with verbal challenges to promote critical thinking and add
simulated stress to the scenario. For example, during flight the pilot can be informed that
their aircraft is suffering a critical malfunction, requiring them to respond to that
emergency appropriately. Other scenarios include loss of connection with the aircraft,
loss of video feed from the aircraft, or an emergency landing at a secondary site.

o Designed failures can also be implemented into training, but should not be designed to
ego check pilots. Failures should be realistic with objective training to prevent real-world
failures from occurring.

7. Planned Events

Planned events, such as search warrant executions, provide the opportunity to prepare for the
operation in advance. UAS use can be broken down into five phases: pre-operation,
reconnaissance flights, observation flights, warrant execution flights, and post operation.

7.1 Pre-Operation

UAS teams should identify the following information prior to any flights:

e Mission date and time

e Airspace Considerations: Class of airspace, maximum ceiling, and need for waiver.

e Target location: Determine latitude and longitude in case SGI clearance is needed.

e Aircrew members and roles: For outdoor, a minimum two persons per aircraft, three
preferred. Indoor can be a single pilot, but multiple indoor pilots and aircraft are preferred.

e Aircraft requirements: How many? What type? Weather rating? Audio signature? Thermal
capabilities?

e Mission synopsis

e Mission goals

e Mission communications plan: Includes all channels to be used for operation.

e Mission weather forecast

e Mission primary and secondary launch sites:

o Security: Consider both operational and site security when choosing the launch location.
The site should be located in an area that is easy to secure or unlikely to be visited by
uninvolved persons. Ideally, personnel other than the aircrew will provide security.




o Obstructions/Hazards: The launch site needs to provide visual line of sight to the
operating area and should be free of obstacles and other ground based hazards (e.g.
power lines, tree limbs, cell towers, numerous wifi routers, etc.).

o Aircraft Size: Small aircraft are less likely to be noticed prior to the operation and can be
used at a high altitude (300’+) to map the target location for elevation models, distance
measurement, and sight lines. Large aircraft are more noticeable, so they should be
used prior to execution at an appropriate standoff distance, and at the target location
during execution.

o Location: Unless the UAS is restricted in how far it can travel, there is no need to have
the launch site close to the target location. Locating the site away from the target
location decreases the likelihood that the target will become aware of the operation prior
to execution. Aircraft standoff distance to the target should be calculated to ensure the
aircraft is unlikely to be detected visually or audibly. Distance to the target location
should be calculated to ensure the ability to pursue any suspects who may flee during
execution. This distance should comply with FAA regulations and aircraft capabilities.

7.2 Reconnaissance Flights

Reconnaissance flights provide up-to-date intelligence, such as high quality photographs and
video, for personnel to plan a successful mission. The reconnaissance should be performed as
close to the execution date as possible to ensure intelligence is current, while still allowing time
for planning and coordination of resources. Reconnaissance flights also provide an opportunity
to test all equipment to ensure that it will work during the actual operation. SWAT team members
who are planning the operation should be involved in the reconnaissance to ensure that the
information gathered meets their planning needs. More than one source should be used to
verify the correct target location.

When using a UAS to gather intelligence for an operation, capture the following information:

e All sides of the target location

e Location of all entry/exits including windows

e Lock style: The type of lock and class of door can be determined, including the presence of
a storm or security door. Obstructions behind windows may be visible as well.

e Door swing direction: Noting which way the doors swing will provide the team leaders the
intelligence they need to position breachers and entry teams. This also provides valuable
information about the interior of the objective.

e Gate/rear access: Gates may have single or multiple locks. Providing intelligence into what
type and quantity of locks, as well as the composition of the gate, will ensure SWAT
members are properly equipped for breaching.

e Obstructions: Incidents often occur overnight or early in the morning. Identifying
obstructions and hazards that may not be visible in the dark provides valuable information to
enhance safety. Both daytime and nighttime reconnaissance can be beneficial to account for
variable conditions at the target location.

e Pets/children/innocent persons: Signs of the presence of each can change the strategy
for the execution.




e Utility locations: Noting the location of the electrical meter and other utilities is helpful in
cases where cutting power to the target location is part of the planned operation.

e Cameras: Surveillance cameras can warn the target of the team’s presence before
execution. Determining the location, capabilities, and general area each camera captures
can be beneficial to planning the team’s approach and any countermeasures that may need
to be employed.

e Outbuildings: While not typically the focus of a planned event, the type and number of
outbuildings should be accounted for, as threats could come from these structures.

e Vehicles: The type of vehicles, their location, the presence of the target's vehicle, and
whether they appear operational or occupied.

e Video: The route SWAT will take to the target location can be recorded, as well as an orbit
of the target location. The primary view for execution can be determined from this video, as
well as areas the UAS is responsible for covering during execution. Additionally, terminology
used to designate sides of the target location can be standardized based on the video.

7.3 Observational Flights

Observational flights provide intelligence shortly before execution and throughout the event.
Observation should begin at least a half hour before SWAT execution. This provides the team
with current information on changes at the target location such as arrival or departures of
persons, the feasibility of placement of SWAT vehicles, and other operation-specific information
that may affect execution. A battery swap in the UAS should be completed just before event
execution to allow for continuous aerial observation during arrival and execution. Ideally, this
aerial observation can be live streamed to the pre-event briefing and on approach to the target
location, providing real-time information to team members.

If resources allow, two UAS can be used to provide uninterrupted observation, with one UAS in
the air at all times and the other on the ground ready to take its place during a battery swap. If
multiple UAS will be used simultaneously an Air Boss can be utilized, assigning separate
altitudes and flight paths to deconflict the UAS. The aircrew should already understand which
sides of the target location should be watched during execution. If two UAS are used, each can
watch the target location from the opposite corner, effectively providing full coverage of all sides.
UAS assets should be watching for compromises of the team on approach, suspect flight, or
resistance to the execution. The personnel providing aerial observation should consist of
security at the launch site, as well as a pilot and visual observer for each UAS.

7.4 Warrant Execution Flights

Once SWAT has arrived and the target is aware of their presence, the observational flight can

move closer to the target location if appropriate. If indoor flight is part of the operation, pilot

integration involves the consideration of multiple factors:

e UAS signal penetration (i.e. operational range and ability to remain connected through
multiple barriers).

e Line of sight to the target location in consideration of FAA regulations.
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e Proximity to the command staff and/or team leader, if video is not being streamed, to allow
them to view the pilot’s live video feed.

e The ability to communicate with other pilots operating UAS inside the target location may
necessitate that all pilots are co-located.

e The security of the pilot who will have little to no situational awareness.

All indoor UAS should be ready for use upon arrival at the target location since persons may exit
immediately, providing brief opportunities to access the location that may not be available again
until breaching. When operationally safe and feasible, an indoor UAS should be introduced into
the target location prior to SWAT’s entry.

Indoor flights can provide information on the structure’s layout as well as the location and
condition of persons inside. The number of UAS to be used simultaneously during indoor flight
is determined by the number of pilots and aircraft available and the size of the structure being
searched. One aircraft may be all that is necessary for a small motel room, but multiple aircraft
may be preferred for a large two-story house.

The broad categories of indoor flight include:

e Basic Indoor Flight: This involves single UAS entry into a structure. The UAS will search
rooms in the same manner that team members do, but is vulnerable to persons moving
within the structure while inside a given room.The UAS will search all open rooms and then
can either hold, perch, or exit before the team makes entry.

e Intermediate Indoor Flight: Two UAS enter the structure together and work on searching
the structure with one monitoring the hallway or open spaces while the other enters rooms.
Two UAS provide a more detailed search of the structure and can account for persons
moving within the structure during clearing. Pairing a ground based robot with this model
allows for closed doorways to be opened and searched.

e Advanced Indoor Flight: Multiple UAS enter the structure and work to search the structure
as a team. When encountering closed doors one UAS can perch or hold to monitor that
door while the other UAS continue searching. This method is the best option for searching
a structure while allowing team members to remain safe. Pairing a ground based robot with
this model allows for all doorways to be searched before team members enter.

If speed is prioritized, when using multiple UAS, areas of responsibility can be divided to hasten
the search. One UAS can search the first floor while the other UAS simultaneously searches the
second floor. If a slower search is acceptable, one UAS can search rooms while the other
monitors hallways or common areas to watch for the movement of persons. If only one UAS is
available, difficult areas where the aircraft could be lost or disabled, such as under a bed or
behind a shower curtain, should be searched last. This ensures that the UAS can search as
many areas as possible before potentially becoming inoperable. There may be some areas that
cannot be searched by the UAS, such as rooms with closed doors. The UAS should land or
“perch” with a clear view of these areas and continue to monitor them until SWAT enters.
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Although UAS are very adept at searching locations, no location is completely clear unless team
members have conducted a physical search. As such, steps should be taken to communicate
what could not be searched by the UAS, and terminology such as “UAS cleared” can be used to
prevent complacency in personnel entering the structure to physically clear it.

If the method of breaching does not allow for an indoor UAS to be utilized, the pilot should be
prepared to search confined spaces that SWAT may encounter, such as attics or crawl spaces.
These areas present unique challenges. Pilots operating in these spaces will need a high level
of competency as there is much less room for error and many more obstacles with which to
contend. Pilot placement is again a consideration, especially in the case of attics where the pilot
could be located directly below a threat.

Although typically focused on a target location, some planned events can involve a target that is
moving on foot or in a vehicle, such as in the case of a high-risk stop or vehicle jam. All of the
same principles outlined in the pre-operation, observational, and warrant execution phase can
be utilized in these situations. Observational flights can help determine the best location to
safely approach the target and can track the target if they flee.

7.5 Post-Operation

Following warrant execution, each UAS must be thoroughly inspected for any damage that may
have been sustained during the operation. This is especially true of indoor UAS that may be
missing equipment or in need of repair. Additionally, the UAS may need to be decontaminated if
exposed to chemical munitions or biological material. For chemical munitions, the UAS can
typically be decontaminated with a degreasing wipe. For biological material, hard surface
disinfecting wipes can be used.

The aircrew should conduct their own debrief to identify what went well and what needs to be
improved upon. They should also participate in the team debrief conducted by SWAT following
the operation, as this provides an opportunity for feedback to improve future performance.

If dictated by policy, any photographs or video collected should be uploaded for storage to
ensure chain of custody. All flights should be logged in compliance with FAA regulations.
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8. In Progress Events

For in progress events, such as a barricaded suspect or armed person search, outdoor and
indoor UAS can be utilized based on the circumstances of the incident.

8.1 Pre-Operation

In progress events present many challenges in comparison to planned events. There is often
limited information available and the information that is available is subject to change.
Additionally, SWAT assets are not all present at the same time, as team members and
equipment typically arrive in a staggered manner. In spite of this, UAS team members should
still identify the following information prior to any flights:

e Airspace considerations: Class of airspace, maximum ceiling, and need for waiver.

e Target location or area to be searched: Determine latitude and longitude in case SGI
clearance is needed.

e Aircrew members and roles: For outdoor, a minimum two persons per aircraft, three

preferred. Indoor can be a single pilot, but multiple indoor pilots and aircraft are preferred.

Aircraft requirements: How many? What type? Weather rating? Thermal capabilities?

Mission synopsis

Mission goals

Mission communications plan: Includes all channels to be used for operation.

Mission weather forecast

Mission primary and secondary launch sites:

o Location: For outdoor aircraft the launch site should prioritize the safety of the aircrew
and public. The site should be located in an area that is easily accessible and scalable,
but not in an area where uninvolved persons will interfere with the operation. This area
can be at or near the command post. For indoor aircraft, considerations include: UAS
signal penetration, proximity to command staff and or a team leader if video is not being
streamed, and the ability to communicate with other pilots if they are operating inside.

o Security: Ideally, for outdoor aircraft, personnel other than the aircrew should provide
security. For indoor aircraft a secure area to operate from such as an armored vehicle is
essential, since the pilot is often closer to threats and will have little to no situational
awareness. If this is not available a SWAT member can be assigned to protect the pilot.

o Obstructions/Hazards: For both outdoor and indoor aircraft, the launch site needs to
provide visual line of sight to the operating area and should be free of obstacles and
other ground based hazards (e.g. power lines, tree limbs, cell towers, numerous wifi
routers, etc.).
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8.2 Reconnaissance Flights

In comparison to a planned event, reconnaissance flights for an in progress event may not
gather as much information. The level of detail may be as simple as checking windows to see if
anything can be seen inside a structure, or as much detail as the list below. Both outdoor and
indoor aircraft can be used, potentially preventing SWAT members from being placed in danger
to gather the intelligence. Reconnaissance flights during an in progress event can aid in proper
placement of resources and provide an overall picture of the operational area.

When using a UAS to gather intelligence, the following information can be ascertained:

All sides of the target location or an overall view of the operational area

Location or paths of all entry and exit

Door type: If the operational area is a structure, the type of lock and class of door as well as
the direction of swing can be determined.

Gate/rear access: Gates may have single or multiple locks. Providing intelligence into what
type and quantity of locks, as well as the composition of the gate, will ensure SWAT
members are properly equipped for breaching.

Obstructions: Identifying obstructions or hazards in the operational area that will affect
SWAT members or vehicles can enhance safety and prevent vehicles from becoming
immobilized or damaged.

Pets/children/innocent persons: Signs of the presence of each can change strategy
during the event.

Utility locations: Noting the location of the electrical meter and other utilities is helpful in
cases where cutting power to the target location is part of the event.

Cameras: Surveillance cameras can warn of the team’s movement. Determining the
location, capabilities, and general area each camera captures can be beneficial to planning
the team’s approach and any countermeasures that may need to be employed.
Outbuildings: Since threats could come from these structures, the type and number of
outbuildings can be accounted for.

Vehicles: The type of vehicles, their location, and whether they appear operational or
occupied can be determined.
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8.3 Observational Flights

Observational flights provide intelligence throughout the event and can be performed with both
outdoor and indoor aircraft. These flights provide all concerned parties with current information
as the event unfolds.

If resources allow, two UAS can be used to provide uninterrupted outdoor observation, with one
UAS in the air at all times and the other on the ground ready to take its place when it returns to
change batteries. If multiple UAS will be used simultaneously an Air Boss can be utilized,
assigning separate altitudes and flight paths to deconflict the UAS. Ideally, the observational
flights can be live streamed. If streaming is not available or feasible, the aircrew should
communicate relevant information as necessary. As with reconnaissance flights, observational
flights enhance the safety of all involved, allowing team members to remain in points of cover
and monitor the event.

Indoor observational flights can be utilized in a variety of missions to obtain information on the
structure’s layout as well as the location and condition of persons inside. The number of UAS to
be used simultaneously during indoor flight is determined by the number of pilots and aircraft
available and the size of the structure being searched. One aircraft may be all that is necessary
for a small motel room, but multiple aircraft may be preferred for a large two-story house.

The broad categories of indoor flight include:

e Basic Indoor Flight: This involves single UAS entry into a structure. The UAS will search
rooms in the same manner that team members do, but is vulnerable to persons moving
within the structure while inside a given room.The UAS will search all open rooms and then
can either hold, perch, or exit before the team makes entry.

e Intermediate Indoor Flight: Two UAS enter the structure together and work on searching
the structure with one monitoring the hallway or open spaces while the other enters rooms.
Two UAS provide a more detailed search of the structure and can account for persons
moving within the structure during clearing. Pairing a ground based robot with this model
allows for closed doorways to be opened and searched.

e Advanced Indoor Flight: Multiple UAS enter the structure and work to search the structure
as a team. When encountering closed doors one UAS can perch or hold to monitor that door
while the other UAS continue searching. This method is the best option for searching a
structure while allowing team members to remain safe. Pairing a ground based robot with
this model allows for all doorways to be searched before team members enter.

If only one UAS is available, difficult areas where the aircraft could be lost or disabled, such as
under a bed or behind a shower curtain, should be searched last. This ensures that the UAS
can search as many areas as possible before potentially becoming inoperable. There may be
some areas that cannot be searched by the UAS, such as rooms with closed doors. The UAS
should land or perch with a clear view of these areas and monitor them until SWAT enters.

=(v)= 15



Although UAS are very adept at searching locations, no location is completely clear unless team
members have conducted a physical search. As such, steps should be taken to communicate
what could not be searched by the UAS, and terminology such as “UAS cleared” can be used to
prevent complacency in personnel entering the structure to physically clear it.

If the method of breaching does not allow for an indoor UAS to be utilized, the pilot should be
prepared to search confined spaces that SWAT may encounter, such as attics or crawl spaces.
These areas present unique challenges. Pilots operating in these spaces will need a high level
of competency as there is much less room for error and many more obstacles with which to
contend. Pilot placement is again a consideration, especially in the case of attics where the pilot
could be located directly below a threat.

Specific missions where indoor observational flights can be utilized are:

e Barricaded Person: UAS can be utilized to search the structure and determine its layout,
as well as the exact location of persons inside to allow resources to be properly focused.
The condition of persons inside can also be ascertained which can potentially slow or
escalate the resolution of the event. Additional or alternative breach points can also be
checked prior to team entry to determine if there are any obstacles that could result in a
failed breach. UAS with one-way communication components allow for information to be
relayed to the occupants and UAS with two-way communications can allow for the UAS to
be utilized in negotiations. UAS that have the ability to perch in these scenarios are
preferred as it provides long term observation of persons or an area of interest.

e Hostage Rescue: UAS can assist in hostage situations similarly to barricade scenes. It can
provide intelligence on the location, condition, and description of persons inside, while
allowing team members to remain in points of cover. In the event that a UAS is being
operated inside of a hostage situation during a rescue the UAS can be utilized as a
distraction device and flown near the hostage taker to divert their attention away from the
access point the team members will be utilizing.

e Active Shooter: UAS generally will not play a role in the initial stages of an active shooter
scene as the dynamics of the scene require quicker responses. The UAS can be used to
search areas ahead of the team or hold on a hallway or opening as the team moves towards
it. It can also be used to search confined areas common in buildings open to the public, such
as drop ceilings and maintenance areas.

e Vehicle Barricades: Although not necessarily indoors, indoor aircraft can be utilized to
provide intelligence on occupants inside of a vehicle and provide intelligence on anything
attached to the outside or undercarriage of the vehicle. If the vehicle is breached, the UAS
can be used to search the interior. During these types of operations UAS may need to be
airborne for extended periods of time. For this reason, the number of batteries needed will
be higher than the typical indoor operation. In the daytime, the UAS may be affected by heat
and direct sunlight during perching, causing it to overheat. A means to recharge batteries,
such as a pure sine wave inverter, is critical to maintain continuous flight.
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e Chemical/llmpact Munitions: The use of chemical agents in a structure does not typically
affect flight characteristics, but can reduce visibility inside the structure. The UAS can be
used to assess the effectiveness of chemical agents, including whether they are reaching
their target and whether the target is being affected. Impact munitions can be used to create
openings for UAS in the structure if other breaching alternatives are not safe or feasible.

e Large Structures: While the average residence allows a pilot to launch and fly from a
secure location inside of an armored vehicle or from an exterior point of cover, some larger
or more dense structures may require a pilot to move with the team into a structure. Pilots
will be most familiar with their aircraft and its capabilities and should communicate optimal
placement for ensuring a successful mission. Pilots will need security provided to them
during flights and should be familiar with team movement principles and techniques.

8.4 Post-Operation

At the conclusion of the event, each UAS must be thoroughly inspected for any damage that
may have been sustained. This is especially true of indoor UAS that may be missing equipment
or in need of repair. Additionally, the UAS may need to be decontaminated if exposed to
chemical munitions or biological material. For chemical munitions, the UAS can typically be
decontaminated with a degreasing wipe. For biological material, hard surface disinfecting wipes
can be used.

The aircrew should conduct their own debrief to identify what went well and what needs to be
improved upon. They should also participate in the team debrief conducted by SWAT following
the operation, as this provides an opportunity for feedback to improve future performance.

If dictated by policy, any photographs or video collected should be uploaded for storage to
ensure chain of custody. All flights should be logged in compliance with FAA regulations.

9. Counter UAS (CUAS) Practices

Criminals are increasingly using UAS to target or obstruct law enforcement operations,

endangering the lives of law enforcement personnel and preventing them from effectively

carrying out their duties. Examples of UAS attacks on law enforcement agencies include:

e Deliberate targeting of law enforcement personnel with weaponized UAS, posing direct
threats to safety and potentially causing injuries or fatalities.

e UAS employed to gather intelligence on law enforcement tactics and operations, enabling
criminals to plan and commit crimes with advanced knowledge of police activities.

e UAS used to disrupt critical law enforcement operations, such as surveilling ongoing
investigations or creating distractions during high-risk situations, impeding the law
enforcement agency’s ability to respond effectively. For example, a UAS has been used by
criminals to distract law enforcement and block the take-off and landing zones of police UAS
launch sites.
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9.1 Mitigating Criminal Interference with Law Enforcement UAS

Law enforcement agencies must adapt and develop strategies to counter these threats,
including carefully choosing the UAS launch site to avoid criminal CUAS operations.

Once the launch site has been chosen, it is helpful to establish the following risk zones based

on proximity to the UAS launch site:

e Red Zone: The immediate vicinity of the launch site, within 500 feet. This area requires the
highest level of security and countermeasures to protect against direct threats.

e Yellow Zone: The area surrounding the Red Zone, extending up to 1000 feet. This zone
may be vulnerable to indirect threats, such as electronic jamming or physical interference.

e Green Zone: The area beyond the Yellow Zone, up to 2000 feet. While less likely to be
directly targeted, this zone should still be monitored for potential threats.

CUAS operations are a federal offense and only authorized by a very select few federal
agencies. Anyone who uses a UAS in a manner that interferes with the duties of a law
enforcement officer may also be charged at a state level.

9.2 UAS Detection Methods and Techniques

The Federal Aviation Administration (FAA), Department of Justice (DOJ), Federal
Communications Commission (FCC), and Department of Homeland Security (DHS) issued an
advisory in August 2020 cautioning non-federal law enforcement agencies from using detection
and mitigation equipment for UAS.

“Congress has exclusively authorized the Departments of Defense, Energy, Justice, and
Homeland Security to engage in limited UAS detection and mitigation activities to counter UAS
presenting a credible threat to covered facilities or assets, notwithstanding certain otherwise
potentially applicable federal criminal laws, including various laws relating to surveillance. In
addition, the FAA has been expressly authorized to engage in limited testing activities,
notwithstanding certain federal criminal surveillance laws.

Because no other entities have been granted that authority, it is important that state, local, tribal,
and territorial (SLTT) and private sector entities without such statutory authority (including SLTT
law enforcement organizations, SLTT governments, and owners and operators of critical
infrastructure, stadiums, outdoor entertainment venues, airports, and other key sites)
understand that federal laws may prevent, limit, or penalize the sale, possession, or use of UAS
detection and mitigation capabilities. Capabilities for detecting and mitigating UAS may implicate
federal criminal laws relating to surveillance, accessing or damaging computers, and damage to
an aircraft. Below, the advisory sets out separately how detection and mitigation capabilities
may implicate these laws.”

For more information see:
AdVvisory on the Application of Federal Laws to the Acquisition and Use of Technology to Detect and Mitigate
Unmanned Aircraft Systems
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Two broad methods of UAS detection exist: passive and active. Passive detection methods do
not emit any signals; instead, they rely on detecting signals emitted by UAS and their
controllers. Examples of passive detection include radio frequency detection systems and
acoustic sensors. These methods are less likely to alert UAS pilots that they are being
monitored. However, passive systems may struggle to detect a UAS in autonomous mode,
which operates without communication signals between the remote controller and UAS.

Active detection methods, such as radar, actively send out signals (radio or microwave) and
receive the reflection of these signals off objects, including UAS. While active methods are
effective in detecting non-communicating UAS and provide real-time data on UAS location and
movement, their signals can be detected by UAS operators equipped with appropriate sensors.
Active systems are generally more effective in large open areas and are less affected by
interference from other radio sources.

Some detection methods are:

e Remote Identification (RID): RID is a regulatory requirement that mandates UAS
broadcast specific identification and location information during flight, acting as a “digital
license plate” for UAS. This system, essential for enhancing the safety and security of
navigable airspace, ensures accountability, airspace awareness, and supports law
enforcement and air traffic management while improving public trust. RID requires UAS to
have a broadcast module transmitting real-time information, including the UAS ID number,
location, altitude, velocity, and operator location, meeting stringent regulatory standards.
Operators of older UAS must retrofit with RID modules and comply with registration and
broadcast requirements to avoid legal repercussions. RID’s legal implications emphasize
compliance with airspace regulations, privacy, and data security, while standardized
regulations ensure consistent UAS identification across regions. Despite challenges in
implementation, such as retrofitting costs and ensuring universal compliance, RID offers
significant benefits, including enhanced situational awareness for law enforcement, better
resource allocation, and support for industry growth while promoting responsible UAS use
and facilitating airspace access.

e Passive Radio Frequency (RF): RF detection systems are specialized tools designed to
detect the radio signals emitted by UAS and their controllers. These systems scan a wide
range of radio frequencies to identify the specific frequencies commonly used by UAS for
communication between the UAS and its remote controller. Once a signal is detected, the
system can triangulate the source of the transmission, providing an approximate location of
both the UAS and its operator. The effectiveness of RF detection is often determined by
factors such as signal strength, the range of the detection system, and the presence of
environmental interference. RF detection is highly effective in urban environments where
radio signals are prevalent but can struggle with low-power transmissions or when UAS are
in autonomous mode without active communication.
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Acoustic Sensors: Acoustic sensors detect UAS by picking up the distinct sounds of their
propellers and engines. These sensors analyze sound patterns and frequencies to
differentiate UAS from other ambient noises, such as birds or vehicles. Acoustic detection is
particularly useful in environments where visual detection is challenging, such as in dense
urban areas or at night. However, they are limited by range and can be affected by
background noise, making them more suitable for use in relatively quiet or controlled
environments. Acoustic sensors are often used with other detection methods to enhance
overall accuracy.

Optical and Infrared (IR) Cameras: Optical and infrared cameras are visual detection tools
that can identify UAS based on their appearance and heat signatures. Optical cameras rely
on visible light to capture images and video, which operators or automated systems can
then analyze to identify UAS. Infrared cameras detect thermal radiation, allowing them to
spot UAS even in low-light conditions or through smoke and fog. Advanced optical systems
incorporate artificial intelligence (Al) and machine learning algorithms to automatically detect
and classify UAS based on their size, shape, and flight behavior. These systems can provide
highly accurate identification but require a direct line of sight and are less effective in
adverse weather conditions.

Radar: Radar systems use radio waves to detect objects in the sky, making them an
effective tool for identifying UAS, especially in large open spaces or at high altitudes.
Traditional radar systems emit radio waves that bounce off objects, and the returning signals
provide information about the object’s distance, speed, and direction. Micro-Doppler radar, a
more advanced form, can detect the unique Doppler signatures of UAS propellers, allowing
it to differentiate UAS from birds or other small flying objects. Radar systems are effective in
all weather conditions and can provide continuous, real-time tracking of UAS over large
areas. However, they can be expensive and may require integration with other detection
technologies to reduce false positives and distinguish UAS from similarly sized objects.
Multisensor Fusion: Multisensor fusion combines data from multiple detection technologies
(such as RF, radar, acoustic, and optical sensors) to create a comprehensive and accurate
detection system. By integrating different types of sensors, these systems can cross-verify
detections, significantly reducing false positives and negatives. Multisensor fusion provides
a more robust detection capability by compensating for the limitations of individual sensors.
For example, when optical visibility is low, RF or radar data can still provide reliable
detection. This approach is particularly effective for high-security environments, such as
airports or military bases, where maintaining a high level of situational awareness is critical.

Data from the detection methods listed above can be interpreted and applied using the following
techniques:

Behavioral Analysis: This involves monitoring and analyzing the flight patterns of UAS to
identify potential threats. UAS exhibiting unusual behavior, such as flying erratically,
hovering over sensitive areas, or deviating from typical flight paths, may be flagged for
further investigation. Advanced systems use Al algorithms to analyze UAS behavior in real
time, differentiating between benign activities (such as hobbyist flying) and potentially
malicious ones (such as surveillance or payload delivery). Behavioral analysis enables
security teams to develop proactive response strategies.
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Geo-fencing and No-Fly Zones: Geo-fencing involves setting up virtual boundaries around
sensitive areas (such as airports, government buildings, or public events) where UAS flights
are restricted. These no-fly zones are often integrated into consumer UAS software,
automatically preventing the UAS from entering restricted areas. If a UAS breaches these
boundaries, the system can trigger alarms, activate defensive measures, or notify
authorities. Geo-fencing is particularly effective in preventing unauthorized UAS flights and
ensuring compliance with airspace regulations.

Limitations of Detection Methods

Range: The range of a detection system refers to the maximum distance at which it can
reliably detect a UAS. The range is critical because it determines the area coverage a
detection system can provide and its ability to detect UAS at a sufficient distance to allow for
a timely response.

o Passive Radio Frequency (RF): These systems generally have a medium to long-range
capability, typically up to several kilometers, depending on the strength of the UAS radio
frequency signal and environmental factors. However, RF detection can be limited by
signal attenuation due to obstacles such as buildings, trees, and terrain. Additionally, RF
detection is ineffective against UAS that do not emit radio signals, such as those
operating in autonomous mode or using encrypted, low-power signals to avoid detection.

o Radar Systems: These can provide long-range detection, often several kilometers, and
are particularly effective in open areas. However, the range can be limited in urban
environments due to reflections and signal absorption by buildings. Additionally, radar
systems can struggle to detect smaller UAS at greater distances, especially if they are
made of non-metallic materials or fly at low altitudes close to the ground.

o Acoustic Sensors: Acoustic sensors typically have a much shorter range, often less than
a kilometer, as they rely on detecting sound waves from the UAS propellers or engines.
The effective range is further reduced in noisy environments or if the UAS operates
quietly or at higher altitudes. Weather conditions such as wind and rain can also affect
the range of acoustic sensors by distorting or masking UAS sounds.

o tical and Infrared (IR meras: The range of optical and infrared cameras depends
on their resolution, lens quality, and environmental conditions. In clear weather,
high-resolution cameras can detect UAS several kilometers away, but their effectiveness
is significantly reduced in poor visibility conditions (e.g., fog, rain, snow) or low light.
Additionally, optical and IR systems require a direct line of sight to the UAS, limiting their
use in complex terrains or urban environments with numerous obstacles.

Information Obtained: The type and quality of information obtained from a detection

system determine how effectively security teams can respond to a UAS threat. This includes

data on the UAS location, altitude, speed, direction, type, and operator's location.

o RF Detection Systems: RF systems can provide information on the UAS general location
and, in some cases, the operator’s location if both are transmitting on the same
frequency. However, RF systems do not provide detailed data on the UAS altitude,
speed, or type. They are also limited in detecting UAS operating autonomously or using
frequency-hopping or encrypted communications.
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o

o

Radar Systems: Radar systems provide valuable data on a UAS location, altitude,
speed, and direction, making them effective for tracking UAS in real time. However,
radar does not provide information about the UAS type, make, model, or the pilot’s
intent, requiring additional identification methods (e.g., optical systems) for a complete
threat assessment.

Acoustic Sensors: Acoustic sensors primarily use sound triangulation to provide
information on the presence and approximate location of UAS. However, they do not
offer detailed data on the UAS speed, altitude, or type. Acoustic systems are less
effective in environments with significant background noise or where UAS operate
quietly or at high altitudes.

Optical and Infrared (IR) Cameras: Optical and IR systems provide detailed visual
information about the UAS type, make, model, and payload in some cases. They also
offer real-time visual tracking of the UAS movements. However, they do not provide data
on the UAS radio signals or operator location and require clear visibility and direct
line-of-sight to be effective.

False Alerts: False alerts, also known as false positives, occur when a detection system
incorrectly identifies a non-UAS obiject (such as a bird, weather phenomenon, or another
flying object) as a UAS. False alerts can lead to unnecessary alarm, resource allocation, and
potential disruptions, impacting the efficiency and reliability of UAS detection systems.

o

o

RE Detection Systems: RF detection systems are less prone to false alerts because they
specifically detect radio frequencies associated with UAS communication. However, they
can still generate false positives if other electronic devices operate on similar
frequencies. The systems may also struggle to differentiate between multiple UAS or
non-threatening RF signals, leading to potential false alerts.

Radar Systems: Radar systems are susceptible to false alerts, particularly in cluttered
environments with many potential reflectors (e.g., birds, debris, weather phenomena).
Advanced radar systems with micro-Doppler capabilities can reduce false positives by
differentiating UAS signatures from other objects, but this technology is not foolproof and
can still produce errors under certain conditions.

Acoustic Sensors: Acoustic sensors are prone to false alerts due to environmental noise
and other sound sources that can mimic UAS sounds. Wind, rain, and other background
noises can interfere with acoustic detection, making it difficult to identify UAS accurately.
As a result, acoustic sensors are often used in conjunction with other detection
technologies to validate detections and reduce false alerts.

Optical and Infrared (IR) Cameras: Optical and IR systems can generate false alerts due
to visual similarities between UAS and other objects (e.g., birds, balloons, debris) and
poor visibility conditions (e.g., fog, rain, low light). Automated Al-based identification
systems can help reduce false positives but may still struggle with edge cases or new
UAS models not yet included in their training data.
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9.3 Planned CUAS Response

Law enforcement agencies should be prepared for unauthorized or dangerous UAS use when
planning for events such as a warrant execution or large public gathering. Once an
unauthorized UAS has been identified, law enforcement must be prepared to respond to the
UAS if necessary.

Unauthorized UAS offenders can be classified based on their underlying motives. These

categories include:

Negligent: Individuals who are unaware of or misunderstand UAS regulations.

Careless: Those who know the rules and disregard them, but lack intent to harm.

Reckless: Individuals who intentionally violate regulations for personal gain.

Activists: Those motivated by political or ideological beliefs to gather intelligence or disrupt

law enforcement flight operations.

e Criminal/Terrorist: Individuals who intentionally use UAS to gather intelligence or cause
harm.

While it can be challenging to determine the motive behind a specific incident, understanding
these categories is crucial for effective risk assessment and the development of appropriate
countermeasures.

Identifying potential criminal UAS launch locations is an important aspect of a planned CUAS

response. Consider locations that would be advantageous for criminals to launch UAS, such as:

e Concealable areas: Structures, vegetation, or terrain that can provide cover for launching
and recovery.

e Elevated positions: Locations that offer a higher vantage point for improved range and
visibility.

e Areas with limited access: Locations that are difficult for law enforcement to reach or
monitor.

Once the potential criminal UAS launch locations have been identified, labeling those sites and
ensuring easy accessibility for contact teams is essential for a swift response to unauthorized
UAS use. Having the locations identifiable on a map will help aid law enforcement in reacting to
the CUAS tactics employed.

Remember CUAS operations are a federal offense and only authorized by a very select few
federal agencies. However, anyone who uses a UAS in a manner that interferes with the duties
of a law enforcement officer may be charged at both a state and a federal level. If CUAS
operations are not legally permissible, but the location of the criminal pilot is known, be
prepared to send contact teams to the criminal pilot to take appropriate action.
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Glossary

Aircraft - The body of the UAS.

Aircrew - The personnel assigned to any UAS mission. The Aircrew can be just the RPIC, or a number of
people directly involved in the operation of the UAS.

Airspace Deconfliction - The act of making sure each aircraft being flown in the nearby airspace is flown
at a sufficient distance, both vertically and horizontally, to be deemed safe.

Air Boss - A person who is responsible for mitigating airspace risk around the operation. The Air Boss is
tasked with coordinating any airspace deconfliction, especially on approach and departure.

Battery Swap - Changing out depleted batteries for fresh and fully charged batteries.

BVLOS - Beyond Visual Line of Sight. Used to describe when the aircraft is being flown outside of the
vision of the pilot or any member of the aircrew.

COA - Certificates of Authorization are permissions issued by the FAA to a public operator for a specific
UAS activity. For assistance obtaining a COA, LEDA provides their members with a Public Safety FAA
Waiver Guide on their website under the Documents Center.

CRM - Crew Resource Management. The effective use of all available resources: human resources,
hardware, and information to promote safety and enhance the efficiency of flight operations.

CUAS - Counter Unmanned Aircraft System refers to software and tactics used to detect UAS and
mitigate their risk, or at times, bring the UAS down to the ground safely.

EVLOS - Extended VLOS. This is a term used to describe when the aircraft is flown beyond visual line of
sight of the RPIC, but VO's are used in a forward position to aid with geospatial awareness and airspace
deconfliction.

Geospatial Awareness - The understanding of the airspace around your UAS, both physically using
vision to see around the airborne UAS, or through memory if operating within a structure and outside of
line of sight.

Hot Spot - When a UAS operator observes an amount of heat emitting from an object with the use of a
thermal payload.

Leapfrog - The act of flying a second aircraft out to the same area as the primary UAS that is currently

observing a point of interest. The second aircraft will be flown at a safe distance above or below the first
aircraft, but take over the point of interest for the first aircraft so that the first aircraft can return, typically
for a battery swap.

Lost Link - When the aircraft no longer has connection with the remote controller while in flight.

Orbit - Flight of the UAS in a lateral motion either in clockwise or counterclockwise direction, smoothly
keeping the point of interest in the center of the frame.
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Overwatch - The use of a UAS to provide a point of observation over the target location.

Part 107 - An FAA regulation that covers the rules for operating a UAS. This is often used colloquially to
refer to a Remote Pilot Certificate issued by the FAA.

Payload - Anything that is attached to the UAS. The payload can be mechanical, and able to be remotely
controlled, or could be a complete manual operation using external, non-remote aided methods.

Pilot - The person manipulating the controls of the UAS. Although typically the RPIC, this can be another
member of the aircrew.

RC - Remote Controller, controls the aircraft and the payload attachment.

Remote Pilot Certificate - Also known as a Part 107 license, this certificate issued by the FAA allows
someone to fly a UAS commercially or for a public safety agency.

RPIC - Remote Pilot in Command, the person in charge of the operation of the UAS.

Search and Perch - The insertion of a small UAS into the interior of a structure for the purpose of visually
searching the location for persons. Once a person is located, the UAS operator will land the UAS (perch)
and keep the camera in a position to be able to keep watch of the person or threat area.

SGI - Special Government Interest, an approval process used in emergency situations to have certain
regulations waived (beyond visual line of sight, visibility, etc.) or to operate above facility map altitudes.

Signal Loss - When the remote controller is no longer receiving video transmission from the UAS.
Spotlight - A light attachment to the UAS, whether stationary or gimbal controlled.

Team Debrief - Intentional and directed conversation amongst those team members involved in the UAS
operation, held immediately after the conclusion of the operation.

TFO - Tactical Flight Officer. This person operates the camera payload, communicates and coordinates

with ground resources, and broadcasts radio communications. If there is not the capability to separately
operate the camera payload, the TFO can be the person watching the UAS camera feed and performing
the same functions, without independently operating the camera.

TFR - Temporary Flight Restriction. A restriction on any manned or unmanned aircraft in a certain area at
a given time. TFRs can be requested by police agencies and are implemented by the FAA.

Thermal Camera - A camera payload that has the ability to detect infrared radiation.

UAS - Unmanned Aircraft System. This is a term that includes not just the aircraft, but the camera
payload and remote control, or ground control system used to control the aircraft.

UAS Vehicle - A patrol vehicle that has been converted for the use of UAS, commonly containing a pure
sine wave inverter for power to charge batteries, a large screen monitor, and other systems to run

protracted UAS missions.

Visible Camera - A camera with a RGB sensor capable of detecting visible light.
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Visual Containment - The act of flying a UAS over an area and using the camera to visually observe the
totality of a certain area. This is not to be mistaken for Physical Containment.

VLOS - Visual Line of Sight. Describes the constant ability to know the location of the UAS and to see the
attitude, altitude, and direction of flight to ensure no life or property is endangered.

VO - Visual Observer. Responsible for fulfilling the Visual Line of Sight requirement on behalf of the RPIC
or pilot.

Warm Zone - A location where the aircrew operates, but is not completely secure. SWAT team members
or other personnel may be necessary to protect the safety of the aircrew due to their proximity to the

threat.

Zoom Camera - A camera payload with the capability to produce a clear, most preferably, optical zoom.
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