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Executive Summary 
 
 

Key Takeaway   

The proliferation of commercially available UAS technology has created a viable, diverse, and rapidly evolving 
threat for large-scale public gatherings. FIFA World Cup 2026, spanning host venues across the United 
States, Canada, and Mexico, faces heightened UAS threat exposure across multiple domains from a broad 
spectrum of actors including terrorist organizations, state-sponsored entities, transnational criminal 
organizations/cartels, ideologically motivated extremists, opportunistic lone actors, protest movements, and 
non-compliant operators.  

 

The convergence of several factors has fundamentally altered the unmanned aircraft system (UAS) risk calculus 

for event security planners. Commercially available drones now offer flight times exceeding 45 minutes, with 

higher-end systems offering extended endurance, increased speeds, and scalable payload capacities at an 

affordable price.1, 2, 3 First-person view (FPV) drones, piloted through real-time video feeds instead of line-of-sight, 

have been extensively refined on battlefields in Ukraine and the Middle East, enabling low-cost, high-speed 

precision strike capabilities increasingly accessible to non-state actors.4 Concurrently, instructional material for 

weaponizing commercial drones, including 3D-printed components and improvised payload delivery mechanisms, 

has proliferated across extremist forums and encrypted messaging platforms.5 

The federal government’s response reflects the assessed severity of this risk. The December 2025 Federal 

Communications Commission (FCC) National Security Determination explicitly identifies World Cup and Olympic 

venues as potential targets for UAS-enabled surveillance, data exfiltration, and disruptive or destructive 

operations.6 Executive Order 14305 (Restoring American Airspace Sovereignty) established a policy framework to 

secure U.S. airspace against drone threats, with an emphasis on high-risk environments and major events, while 

the FY2026 National Defense Authorization Act (NDAA) further expanded counter-UAS authorities to state and 

local law enforcement, reflecting an unprecedented shift driven in part by the World Cup security timeline.7, 8 

Despite these investments, significant gaps remain. Perimeter fences, magnetometers, bag checks, and 

credential verification are rendered irrelevant by an airborne threat.9 Open-air fan zones and similar publicly 

accessible gathering spaces, which will accommodate large crowds, often lack systematic counter-UAS 

coverage.10 The legal and operational authority landscape also remains complex and fragmented.11 While the 

SAFER SKIES Act, which was incorporated into the FY2026 NDAA, expanded counter-UAS authorities to include 

state and local law enforcement, implementation remains limited by a complex legal framework across multiple 

statutes (e.g., §124n, §130i, §2661), creating challenges for coordination, information sharing, and consistent 

execution across jurisdictions. 
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Detection technologies, across radio frequency (RF), radar, electro-optical/infrared (EO/IR), and acoustic sensors, 

provide critical awareness but continue to face limitations. These include high false-positive rates in dense urban 

environments, reduced effectiveness against fiber-optic-controlled (FOC) drones that bypass RF-based detection 

and jamming, and the persistent challenge of distinguishing hostile intent from legitimate recreational, 

commercial, or media drone activity.12, 13, 14, 15, 16 

While the probability of a mass-casualty weaponized drone attack at a World Cup venue remains low, the range 

of plausible UAS threat scenarios, ranging from isolated overflights causing crowd disruption to coordinated multi-

venue operations, is broad, with operationally significant consequences across the spectrum.  

Effective counter-UAS security for large-scale events, and more broadly across the homeland, requires an 

intelligence-driven, layered, and scalable approach. This begins with establishing baseline airspace awareness 

through cost-effective detection capabilities, such as Remote ID and RF monitoring, and is augmented by more 

advanced systems, including radar and EO/IR sensors, in high-risk environments. No single technology is 

sufficient; resilience requires integrating multiple detection modalities with the threat and operational environment.  

 
The Evolving UAS Risk Landscape  
 

Evolving Aerial Capabilities  

The rapid proliferation and technological maturation of UAS has fundamentally transformed the threat landscape 

for public safety and event security. Over the past several years, advances in UAS navigation systems, range, 

speed, video quality, data storage capacity, and payload-carrying capabilities have advanced at accessible price 

points, decreasing obstacles to adoption, including cost and expertise. 17 

Traditional venue security architectures are designed around ground-level threats: perimeter fences channel foot 

traffic through screening points; magnetometers and bag checks detect weapons and prohibited items; credential 

systems control access to restricted areas. These measures are comprehensive against ground-based threats, 

but a single commercial drone can bypass them in seconds. As the Cybersecurity and Infrastructure Security 

Agency (CISA) notes, the advanced capabilities of UAS and their ability to bypass traditional ground-based 

security measures make them a complex and timely concern for critical infrastructure and public gatherings.18, 19 

The implications of this threat are already evident in routine criminal operations. DroneSec has documented 

numerous cases of drone-smuggled contraband across international borders and into prisons, including weapons 

and narcotics.20, 21 There have been hundreds of documented successful drone delivery operations, often at 

defended facilities with established security perimeters. The operators are not trained combatants, but criminal 

actors who have absorbed the technology into standard operational practice, demonstrating that the capability 

threshold for hostile drone use has already been crossed by actors well below the sophistication level of terrorist 

organizations or state-sponsored programs. 

 

UAS Proliferation from Conflict Zones to the Homeland 

A consequential development in the UAS threat environment is the accelerating migration of tactics, techniques, 

and procedures (TTPs) from active conflict zones to non-state actor operations globally. The wars in Ukraine, 

Syria, Iraq, and the broader Middle East have served as proving grounds for drone warfare innovation, generating 

a body of operational knowledge that is systematically documented, shared, and adapted by threat actors 

worldwide and often highlighted in Foreign Terrorist Organization (FTO) media.22 



   
   

 

Emerging Risks Whitepaper • April 2026                                                                                         Page 3 of 24                 
 
© Center for Internet Security, Inc. 2026. 

 

The conflict in Ukraine has catalyzed a revolution in low-cost drone warfare. FPV drones, originally designed for 

racing, have been adapted into precision-guided one-way attack (OWA) munitions capable of navigating complex 

terrain, penetrating defensive positions, and striking moving targets. These systems cost as little as several 

hundred dollars, fly at speeds that challenge detection systems, and can be guided with nap-of-the-earth1 (NOE) 

flight profiles to exploit terrain masking. The documented TTPs include air-dropped improvised munitions (ADIM) 

against both soft and armored targets, thermite and incendiary payload delivery, deployment of remotely 

detonated anti-personnel mines, and even projectile weapons fired from drone-mounted platforms.23 

This innovation is not confined to nation-state militaries. The Islamic State group (IS) and its supporter network 

have published detailed instructional materials on weaponizing commercial drones, including the use of 

agricultural drones, providing guidance on kit types, 3D printing for munition fabrication, and techniques for 

defeating geofencing restrictions.24 DroneSec has documented an evolution in these guidance materials toward 

FPV weaponization, reflecting direct adaptation of battlefield-proven Ukrainian and Russian TTPs.25 The 

emergence of FOC drones, which use a physical wire connection rather than RF signals for command and 

control, represents a particularly concerning development, as these systems are inherently immune to RF 

jamming and detection methods that form the backbone of most current counter-UAS architectures.26, 27 

 

Commercial Drone Capabilities 

An analysis of the commercial drone market reveals the scale of the challenge facing security planners. Research 

published in the CTC Sentinel analyzing a dataset of commercially available drone models found that 91 percent 

can carry a payload exceeding 225 grams — the approximate weight of a 40mm hand grenade, which has been 

the most commonly documented munition used in drone-borne attacks by IS in attacks in the Middle East.28 A 

separate RAND Corporation analysis of the broader small UAS market found 23 percent of commercially 

available systems are capable of conducting intelligence, surveillance, and reconnaissance missions; five percent 

are capable of kamikaze-style explosive attacks; and six percent could potentially deliver chemical, biological, or 

radiological payloads.29 

These figures reflect only basic capabilities, as adapting them for hostile use requires minimal technical 

sophistication. Open-source reporting documents that Ukrainian forces routinely drop mortar rounds, grenades, 

and anti-tank mines from commercial drones adapted with simple 3D-printed release mechanisms.30, 31 MITRE 

assesses that small UAS can carry a wide range of payloads, including improvised explosives, chemical or 

biological agents, and RF jammers, and may also be employed directly as kinetic impact weapons.32 

  

Threat Actor Overview 
 

The UAS threat to large-scale public gatherings could emanate from a diverse spectrum of actors with varying 

motivations, capabilities, and risk tolerances. This section provides an overview of each category of actor, 

including associated motivations and capabilities. 

 

 

 

 
1 NOE flight profiles are low-altitude maneuvers designed to hide aircraft from radar and visual detection by using terrain, such as hills, trees, and valleys, 
for concealment. 
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Non-State Threat Actors: Jihadist Terrorist Organizations and Inspired Individuals  

 

Assessment 
Jihadist terrorist organizations, principally IS and IS-inspired individuals, possess demonstrated intent and 
capability to employ weaponized UAS against Western targets, including mass gatherings and special events. 
The FIFA World Cup has been referenced in extremist media as a potential target.  

The broader extremist threat environment has continued to evolve as low-cost UAS technology becomes easier to 

acquire, modify, and deploy. Recent analysis from the Lowy Institute warns that extremist actors are increasingly 

incorporating commercial drones into operational planning and reconnaissance, while the barriers to 

weaponization are falling because of open-source designs, consumer-grade 3D printing, and AI-assisted 

navigation. Recent pro-IS instructional materials reinforce this trend. In April 2026, the pro-IS online group Al-

Saqri Foundation released a detailed guide providing step-by-step instructions for building a FPV quadcopter, 

including components, wiring, and flight systems.33 The group has also disseminated manuals outlining methods 

to modify commercially available drones for reconnaissance and explosive delivery.34 Additional pro-IS materials 

released in the same timeframe provided instructions for constructing and deploying drone-based payload 

delivery systems, including the application of 3D-printed parts.35 Collectively, these materials demonstrate a 

deliberate effort to lower technical barriers and enable broader adoption of drone-enabled attack capabilities. 

Recent disrupted plots in Australia, the U.S., and Belgium indicate this threat has demonstrated real-world 

applicability.36 

For example, in May 2025, the U.S. Department of Justice (DOJ) announced charges against a Michigan man 

accused of planning an IS-inspired attack on the U.S. Army Tank-automotive and Armaments Command 

(TACOM) at the Detroit Arsenal in Warren, Michigan. According to the DOJ, he flew his drone over the facility to 

conduct operational reconnaissance in support of a planned attack.37 In Europe, Belgian authorities said in 

October 2025 that they had foiled a plot targeting politicians, including Prime Minister Bart De Wever, involving a 

drone carrying explosives.38 Additionally, in May 2020, Spanish authorities foiled an IS-affiliated plot to attack a 

soccer stadium in Barcelona with a drone loaded with explosives.39 

Recent reporting further underscores IS-aligned actors are actively studying modern conflicts to refine their drone 

tactics. A March 2026 pro-IS post highlighted lessons from ongoing warfare involving Iran, Israel, and the U.S., 

emphasizing the effectiveness of small, inexpensive “one-way attack” drones, the perceived vulnerability of 

advanced military systems, and the operational advantage of launching drones from mobile platforms, such as 

trucks rather than fixed infrastructure.40 The messaging reinforces a growing focus on low-cost, highly adaptable 

tactics that reduce reliance on sophisticated infrastructure and increase survivability against countermeasures.  

Major sporting events remain especially attractive for jihadist propaganda and incitement because they combine 

symbolic value, global media attention, dense crowds, and soft targets beyond the event venue. Prior to FIFA 

World Cup 2018, IS-linked propaganda outlets circulated images threatening high-profile players including Lionel 

Messi, Neymar, Cristiano Ronaldo, and Marco Asensio.41, 42, 43 Reporting at the time described Wafa Media 

Foundation imagery depicting Messi in an orange jumpsuit with Moscow’s Luzhniki Stadium in the background, 

while other pro-IS graphics threatened additional football stars.44 

That pattern persisted in subsequent tournaments. Long War Journal reported that in the run-up to FIFA World 

Cup 2022, pro-IS media disseminated vague threats and incitement tied to the tournament, including material 

encouraging supporters to travel to the games, target Christians and Jews, and seek weapons. The assessment 

highlights the threat often stems less from centrally coordinated plots and more from unpredictable, loosely 

directed incitement that can motivate lone actors or small, loosely organized cells.45, 46 
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It has been reported that IS propaganda has also identified FIFA World Cup 2026 as a priority target. A former 

United Kingdom counterterrorism chief warned that security services in the U.K., across Europe, and in the U.S. 

have been preparing for possible lone-actor attacks at stadiums hosting World Cup matches.47 It is unclear 

whether the claims reflect a real operational capability. While the extent of operational capability remains unclear, 

the messaging reinforces intent, expands target sets, and increases the likelihood of self-initiated violence.  

The January 2025 IS-inspired vehicle attack in New Orleans further underscores why major public gatherings 

remain a priority concern. The Federal Bureau of Investigation (FBI) identified an IS flag in the attacker’s vehicle 

and noted it was investigating the incident as an act of terrorism; subsequent extremist-monitoring reporting said 

IS’s al-Naba newsletter portrayed the attack as proof of the value of propaganda in inspiring future attacks on 

holidays and at public events.48, 49 

No IS or Al-Qaeda publications specifically encouraging UAS attacks against the FIFA World Cup 2026 were 

identified by DroneSec reporting. However, DroneSec assessed the timing of such publications may follow the 

pattern observed before the 2024 Paris Olympics, where IS imagery depicting a drone-borne “gift” targeting the 

Eiffel Tower appeared only approximately six weeks before the opening ceremony.50 If that pattern holds, UAS-

specific operational incitement targeting the FIFA World Cup 2026 may emerge in a compressed pre-event 

window, limiting time for defensive adjustments. 

Risks to FIFA World Cup 2026 and similar mass gatherings are not limited to a conventional stadium attack. The 

threat landscape includes propaganda-driven lone actors, attacks targeting spectators and transit nodes, and 

increasing use of commercially available drones for surveillance and disruption. The combination of persistent IS 

incitement against global sporting events and the growing accessibility of UAS capabilities, now increasingly 

informed by lessons learned from modern conflict environments, should keep drone-enabled and crowd-adjacent 

attack scenarios firmly within planning assumptions. 

 

Mexico-Based Transnational Criminal Organizations 
 

Assessment 

Transnational criminal organizations (TCOs) that were recently designated as FTOs by the U.S. in 2025, 
particularly CJNG and the Sinaloa Cartel, possess advanced UAS capabilities refined through operational use 
along the U.S.-Mexico border. While cartels will probably avoid actions that would provoke heightened U.S. 
law enforcement or Intelligence Community scrutiny, their demonstrated willingness to employ weaponized 
drones in Mexico and their geographic proximity to World Cup venues warrant elevated concern.  

A September 2025 joint National Counterterrorism Center (NCTC), Department of Homeland Security (DHS), and 

FBI assessment documented several Mexico-based cartels that are regularly operating UAS carrying drugs as far 

as 30 miles inside U.S. airspace, with some organizations conducting hundreds of flights per day for intelligence, 

surveillance, and reconnaissance against border authorities and in support of human and drug smuggling.51 The 

same assessment indicates that the New Generation Jalisco Cartel (CJNG) maintains a trained cadre of UAS 

operators and likely began weaponizing drones around 2021, using them against security forces, government 

property, and civilian communities in Mexico.52 More broadly, senior U.S. military officials have warned that drone 

incursions along the southern border likely exceed 1,000 per month, reinforcing that cartel drone activity is 

already persistent and operationally significant for homeland security planning.53 

The capability is also evolving. Brookings assesses that Mexican cartels use drones not only for reconnaissance 

and smuggling, but also for warfare, intimidation, and population control, and points to an October 2025 CJNG 

drone strike on a heavily protected prosecutor’s compound in Tijuana as evidence that even defended facilities 
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can be penetrated.54 The Atlantic Council and Small Wars Journal further warn that cartels may be absorbing 

FPV-drone tactics shaped by the war in Ukraine, including more precise strike methods and faster adaptation 

cycles, which could shorten the timeline between experimentation and lethal operational use.55, 56, 57  

The cartel UAS threat to the World Cup therefore operates across several threat vectors. Drones can support pre-

operational surveillance, counter-surveillance, contraband movement, intimidation of local populations, and 

potentially attacks on security forces, infrastructure, or symbolic targets associated with the tournament. 

Guadalajara’s Estadio Akron deserves particular scrutiny because it sits in Jalisco, a state where CJNG influence 

and cartel violence remain central security concerns.58 Guadalajara served as a significant security stress test 

ahead of the World Cup with over 2,000 officers deployed to Akron Stadium during an international playoff fixture 

amid elevated cartel threat conditions.59 In this environment, the increased cross-border traffic, global media 

visibility, and concentration of spectators as a result of the World Cup, create opportunities not just for traditional 

criminal exploitation, but for symbolic disruption or violence by organizations that have historically used spectacle, 

intimidation, and coercive force to project power. 

The destructive capacity of non-state drone operations was underscored in March 2026 when an attack in 

southern Bolívar, Colombia used explosive-laden drones to strike military personnel, injuring more than a dozen 

soldiers and damaging a helicopter during the assault.60 While Colombia represents a distinct operational 

environment, the incident demonstrates that UAS in the Western Hemisphere have progressed beyond 

surveillance and smuggling to direct kinetic use against security forces, including coordinated explosive attacks. 

The cartel threat also operates indirectly through the crime-terror nexus. Congressional testimony from the 

National Counterterrorism Innovation, Technology, and Education Center (NCITE) researchers assessed that 

over one-third of terrorist groups now engage in financial collaboration with cartels and TCOs, and that cartels 

may provide smuggling and logistics services to malign actors who can afford their fees.61 The increased cross-

border traffic generated by the World Cup creates expanded opportunities for this convergence, raising the 

possibility that cartel logistics networks could facilitate access to U.S. venues or transportation nodes for threat 

actors who otherwise lack geographic proximity or operational infrastructure. 

 

Emerging analysis also highlights a hybrid threat environment in which Iranian capabilities and regional 
influence intersect with cartel-controlled territories across Mexico, Central America, and parts of South 
America, creating permissive conditions for drone-enabled operations. This convergence, reinforced by past 
instances of collaboration and enabled by overlapping state, criminal, and informal networks, can facilitate 
technology and weapons transfer, logistics support, and operational access. The result is a plausible 
pathway for advanced UAS capabilities and military grade weapons to diffuse into North America.62 

 

 

State-Sponsored and Foreign Intelligence 

The People’s Republic of China (PRC) represents a distinct but significant UAS-related threat vector operating 

through the commercial supply chain rather than through direct hostile action. Chinese-manufactured UAS 

continue to occupy a major share of the commercial drone market, and U.S. intelligence, cybersecurity, and 

counterintelligence assessments have warned that these platforms can expose sensitive data, including facility 

layouts, Global Positioning System (GPS) coordinates, imagery, surveying data, network access details, and 

potentially personally identifiable information.63 This risk is magnified by PRC laws, including the 2017 National 

Intelligence Law and the 2021 Data Security Law, that expand Beijing’s ability to compel access to, control over, 

and cooperation from Chinese companies and data holdings.64 



   
   

 

Emerging Risks Whitepaper • April 2026                                                                                         Page 7 of 24                 
 
© Center for Internet Security, Inc. 2026. 

 

2024 CISA/FBI guidance recommends that critical infrastructure owners and operators carefully procure, or 

transition to, secure-by-design systems, because Chinese-manufactured UAS can create pathways for data 

egress, intelligence collection, and compromise through connected devices, firmware updates, and integration 

into larger enterprise networks.65  The December 2025 FCC National Security Determination went a step further 

by adding foreign-made drones and key parts to the Covered List after deciding they pose serious risks to 

national security and public safety.66 DHS further assessed in January 2026 that Beijing is probably capable of 

secretly accessing sensitive data collected by aerial drones made by Chinese firms operated in the U.S., and that 

Chinese-manufactured drones can potentially be disabled at will via manufacturer-controlled software updates, 

reflecting significant implications for security operations that depend on these platforms. 

Together, these actions reflect increasing confidence that foreign-manufactured drone platforms can enable 

persistent surveillance, data exfiltration, and potentially broader disruption or sabotage of critical systems, 

including over World Cup and Olympic venues. For World Cup security operations, the practical challenge is 

immediate. Because Chinese-manufactured platforms still account for a substantial portion of commercially 

operated drones in the U.S., many devices present near venues may be benign and authorized, while others 

could be used for pre-operational surveillance or other malicious activity. Distinguishing a legitimate media or 

authorized drone from a potential threat requires more than detection; it requires identification, verification, 

operator attribution, and real-time assessment. Current counter-UAS systems often do not provide that full picture 

comprehensively, especially in dense, high-traffic, media-saturated event environments. 

 

Domestic Violent Extremists and Lone Actors 

Domestic violent extremists (DVEs) and lone actors motivated by a range of ideologies, including racially or 

ethnically motivated violent extremism, anti-government extremism, and nihilistic accelerationist movements, 

represent a persistent threat to mass gathering events. A DHS and FBI joint assessment in the summer of 2025 

specifically identified public celebrations and large gatherings as likely targets for DVEs and individuals not 

primarily motivated by ideology who may take inspiration from recent attacks. However, DVEs have demonstrated 

less interest or intent to specifically attack sporting events compared to FTOs. 

The commercial accessibility of drone technology significantly lowers the capability threshold for lone actors who 

may lack the resources or networks to execute more complex attack modalities. A single individual can acquire, 

learn to operate, and potentially modify a commercial drone for hostile purposes with minimal training and no 

organizational support. Research from the International Centre for the Study of Radicalisation indicates that 

violent extremists most often adapt widely available tools, learn from prior attacks, and replicate tactics that have 

proven effective. As a result, methods such as the malicious use of drones can be readily adopted and spread 

quickly within the domestic threat environment.67 

The 1996 Atlanta Olympics pipe bombing by Eric Rudolph, a grievance-motivated lone actor, illustrates the 

enduring attractiveness of global sporting events as targets for individuals seeking maximum symbolic impact with 

limited resources.68 In the current environment, accessible technologies like drones may increase this appeal by 

offering new ways to carry out attacks and amplify their impact in real time. 69 

 

 

 

https://www.fcc.gov/supplychain/coveredlist
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Protest Movements and Activist Groups2 

DroneSec’s thematic analysis identified multiple protest movements likely to view the FIFA World Cup 2026 as an 

opportunity for UAS-enabled demonstration activity.70 Protesters can use drones to bypass traditional perimeter 

controls, display flags or banners, capture aerial footage, and generate disruption disproportionate to the size of 

the platform. For example, in 2019, the Heathrow Pause climate group announced plans to fly drones within 

Heathrow’s restricted zone specifically to force the suspension of flight operations, illustrating how activists can 

use drones not as kinetic weapons, but as tools to exploit security and safety response protocols.71, 72  

A similar dynamic has been observed in the United States, where an individual flew a modified drone over two 

NFL stadiums during live games, dropping leaflets and violating protected airspace, demonstrating how even non-

kinetic UAS activity can trigger operational disruption, exploit airspace restrictions, and introduce safety risks in 

densely populated event environments. 73 

While protest-motivated drone activity is typically non-violent, it can still create significant operational 

complications. As counter-UAS analysts have noted, the danger posed by a drone depends heavily on operator 

intent, and politically motivated actors can produce major disruption even with simple consumer platforms. A 

drone flown to display a political symbol, record footage, or stage a protest over a World Cup venue may still 

trigger the same detection, assessment, and response actions as a potentially hostile incursion, diverting security 

resources and creating potential crowd management challenges. 

Recent incidents reinforce that point. Activists have used drones to carry Palestinian flags over major sporting 

venues, demonstrating the appeal of drones for symbolic aerial protest at high-visibility events. Separately, during 

the 2025 Club World Cup period near MetLife Stadium, a drone-related incident involving an asylum seeker 

highlighted how even a small, unauthorized drone near a venue can generate immediate security action.74 

Similarly, environmental and LGBTQ+ advocacy groups have previously targeted World Cup events and 

sponsors.75 More broadly, World Cup preparations have already prompted some public protest activity. In March 

2026, demonstrators in Mexico protesting displacement and economic impacts associated with World Cup 

preparations blocked a major highway and converted it into a makeshift soccer field to draw attention to their 

concerns, illustrating both the symbolic nature of protest tied to the tournament and the willingness of activists to 

disrupt critical infrastructure and transportation corridors to amplify visibility.76 

For World Cup security, the core challenge is isolating credible threats from the full spectrum of legitimate public 

activity happening in and around the event. Any unauthorized drone contact near a venue, fan zone, team hotel, 

or transportation node must be treated initially as a potential threat until it can be identified and assessed. That 

means even non-violent protest activity can divert security resources, complicate crowd management, interrupt 

operations, and increase the risk of confusion or overreaction in already dense, high-pressure environments. 

 

Recreational and Reckless UAS Operators 

Reckless operators, whether careless, unaware, or deliberately dismissive of regulations, consistently present a 

significant hazard to open-air events. Many incursions near stadiums and mass gatherings are not driven by 

malicious intent, but by individuals who do not understand or choose to ignore temporary flight restrictions (TFR) 

and controlled airspace requirements. 

 
2 Protest and activist activities, when non-violent, constitute protected speech under the First Amendment. The inclusion of protest movements in this threat 
overview addresses the operational security challenges posed by unauthorized drone activity, not the legitimacy of political expression. Security planners 
must ensure that counter-UAS response protocols distinguish between constitutionally protected activity and genuinely threatening drone operations. 
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Despite the absence of hostile intent, these incidents can trigger the same detection, assessment, and response 

protocols as a credible threat, forcing event organizers and law enforcement to pause operations, divert 

resources, or initiate protective measures. The proliferation of easy-to-use, high-performance consumer drones 

further increases the likelihood of such incidents in crowded environments. As a result, even unintentional 

violations can create real safety risks, operational disruption, and elevated tension in already complex security 

environments, complicating efforts to distinguish benign activity from potential threats in real time. 

 

Tactics, Techniques, and Procedures for Mass Gathering Environments 
 

Pre-Operational Surveillance and Reconnaissance 

Pre-attack reconnaissance using commercial drones represents one of the most probable and difficult-to-detect 

UAS threat activities facing World Cup venues. Drones equipped with high-resolution cameras and sensors can 

conduct aerial surveillance of venue layouts, security positions, screening locations, staff patrol patterns, and 

crowd movement dynamics from standoff distances that preclude visual detection by ground personnel.77 

As MITRE’s threat characterization notes, drones do not need to be airborne to conduct intelligence surveillance 

and reconnaissance (ISR). They can fly to a vantage point and perch, conserving power while maintaining 

persistent coverage. A drone can also deploy small surveillance devices (e.g., cameras, microphones, motion 

sensors, or transmitters) to enable distributed, persistent monitoring over a wide area. Documented applications 

include pre-mission intelligence collection, post-mission assessment, real-time target spotting and overwatch, and 

gathering imagery for future operational and propaganda use.78 

For the World Cup specifically, the potential pre-operational surveillance window extends months before match 

days. Venue construction, security infrastructure installation, training exercises, and rehearsal events all present 

opportunities for adversary reconnaissance. The challenge is compounded by the legitimate presence of 

hundreds of media, commercial, and recreational drones in the vicinity of verification and behavioral analysis.79 

 

Weaponized Payload Delivery 

The weaponization of commercial drones encompasses several distinct attack modalities, each with different 

technical requirements, detection signatures, and consequence profiles. 

Improvised Explosive Devices (IEDs): The most established pathway involves attaching or dropping explosive 

payloads from commercially available drones. Conflict zone documentation shows sophisticated evolution from 

simple grenade drops to purpose-built ADIM with stabilization fins, anti-personnel fragmentation designs, and 

even anti-tank mine delivery.80 Advances in accessible manufacturing, particularly the use of low-cost 3D printers, 

are further accelerating this trend by enabling the rapid production of custom payload components.81  As early as 

2018, DHS assessed that drone-based attacks against soft targets in the U.S. are feasible, noting that impact-

sensitive homemade explosives with the weight of munitions used by foreign terrorist organizations could be 

released from a drone or used in a suicide drone attack.82 

First-Person View (FPV) One-Way Attack: FPV drones configured as guided munitions represent the cutting 

edge of low-cost precision strike capability. Flying at high speed with a low angle of attack, FPV systems can 

navigate obstacles and penetrate defensive gaps, and deliver their payload with accuracy measured in meters. 

The Ukraine conflict has generated thousands of documented FPV strikes against hardened military targets.83 

Soft civilian targets such as stadium crowds present a substantially lower difficulty threshold. 
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Chemical, Biological, and Incendiary Payloads: Agricultural spray drones are purpose-built for wide-area liquid 

dispersal and have been documented in conflict zones delivering hazardous materials. Incendiary payloads, 

including thermite-based devices capable of igniting a wide range of materials, have been reported in combat use 

since 2024 and have subsequently appeared in non-conflict contexts across multiple countries. The observed 

diffusion of these tactics indicates they are spreading from Ukraine to the Middle East, Europe, and the Western 

Hemisphere.84 DHS has assessed that increasing UAS sophistication and accessibility may enable threat actors 

to use drones as delivery mechanisms for chemical or biological agents. 85 

 

Disruption and Crowd Panic Operations  

The most probable UAS threat scenario for a large-scale event does not require a weaponized platform. An 

unauthorized drone violating the TFR over a venue can prompt game delays, trigger evacuation procedures, and 

induce crowd panic that creates mass casualty risk through crushing and stampedes, independent of any hostile 

intent.86, 87 

Current data from the Federal Aviation Administration (FAA) indicates that unauthorized drone incursions over 

sporting venues are already routine. At AT&T Stadium, an average of two unauthorized drones occur per Dallas 

Cowboys game during the existing three-nautical-mile TFR.88 The volume of unauthorized activity during a World 

Cup match, with its global media profile and emotional intensity, can be expected to substantially exceed that 

baseline. Each incursion demands a security response, whether a threat assessment, potential game interruption, 

or law enforcement response/coordination, creating a cumulative operational burden that sophisticated 

adversaries could deliberately exploit through saturation tactics. 

Technical factors compound this risk. Commercial UAS are vulnerable to connectivity disruptions, including RF 

interference, spectrum congestion, and signal loss, which can trigger return-to-home (RTH) failsafes, erratic 

behavior, or in-flight failure. In dense stadium environments, even authorized drones can malfunction and fall into 

crowds, creating safety risks and complicating responses.89, 90 

 

Cyber-Enabled UAS Operations  

UAS presents a unique cyber threat vector by providing proximity-based access to networks and communications 

systems inside security perimeters that ground-based attackers cannot reach. A drone can carry Wi-Fi 

exploitation tools, RF jamming equipment, or rogue access points to within meters of venue network 

infrastructure, stadium operations centers, or broadcast systems, bypassing the physical separation that 

underpins most venue cybersecurity architectures.91 

The RAND Corporation’s analysis of cyber threats from drones documented multiple demonstrated attack vectors 

including man-in-the-middle attacks on Wi-Fi networks, GPS spoofing of other aircraft and navigation systems, 

and RF signal sniffing for unsecured wireless communications.92, 93 Reporting further indicates that UAS are not 

only platforms for cyber intrusion, but are themselves increasingly targeted as part of broader cyber espionage 

and disruption campaigns. Adversaries may seek to exploit vulnerabilities in drone software, data links, ground 

control stations, or supply chains to gain intelligence, manipulate operations, or degrade both UAS and counter-

UAS effectiveness.94 Operational reporting also suggests that cyber activity may serve as a precursor to UAS-

enabled operations, with threat actors probing or attempting to access critical infrastructure networks in advance 

of physical drone activity.95 

Evolving federal cybersecurity guidance is beginning to drive increased focus on secure UAS communications;96 

however, uneven implementation across commercial and public safety deployments continue to create exploitable 
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gaps, particularly at large-scale events where multiple vendors, platforms, and networks converge.97 Detection 

capabilities are further constrained by compliance gaps including unregistered drones and spoofed or disabled 

Remote ID, limiting the ability of state, local, and private-sector entities to fully identify and assess potential 

threats.98 The convergence of physical and cyber threats via UAS requires integrating aerial and network defense, 

while addressing both drones as attack vectors and the security of UAS and counter-UAS systems. 

 

Coordinated and Swarm Operations 

The RAND Corporation’s Homeland Security Operational Analysis Center assessed that drone swarm 

technology, whether surrogate (multi-operator coordinated) or intelligent (AI-enabled autonomous coordination), 

presents a significant and growing risk to the homeland. It is important to distinguish between true swarms and 

multi-operator drone activity. True swarms refer to networked or algorithmically coordinated systems that can 

communicate, adapt, and act collectively with limited or no continuous human control, making them more 

advanced and difficult to counter, In the short term (through approximately 2028), surrogate swarm capabilities 

are assessed as immediately achievable by motivated non-state actors using commercially available technology. 

A single operator can currently control dozens of coordinated drones using commercially available swarm 

management software.99, 100 More commonly, multiple drones operated simultaneously by one or more 

individuals, whether loosely coordinated or coincidental, can generate similar operational and psychological 

effects without requiring true swarm capabilities.  

However, emerging developments in swarm technology indicate a rapid shift toward more autonomous, 

decentralized systems that reduce reliance on continuous operator control and enable greater coordination at 

scale. Advances in distributed communications, onboard processing, and AI-enabled collaboration are also 

enabling swarms to operate with increasing resilience, allowing individual drones to adapt to disruption, re-route 

around obstacles, and continue mission execution even when elements of the swarm are degraded or 

neutralized. This evolution lowers the technical barrier to entry while simultaneously increasing the operational 

effectiveness and survivability of swarm tactics.101 

For World Cup security planners, swarm scenarios present several distinct challenges. In the near term, these 

challenges are more likely to be driven by coordinated multi-drone activity rather than fully autonomous swarms, 

though both must be considered in planning. A coordinated multi-drone incursion across multiple venues or fan 

zones simultaneously could overwhelm the distributed counter-UAS architecture, forcing responders to triage 

rather than comprehensively address each contact. Even a modest coordinated incursion of five to 10 drones 

simultaneously violating a stadium TFR would exceed the response capacity of most currently fielded detection 

and assessment protocols. The psychological impact of multiple drones appearing simultaneously over a crowd 

would amplify panic effects exponentially compared to a single-drone incursion. 

 

Counter-Detection and Evasion Techniques  

Adversary awareness of counter-UAS capabilities is growing and TTPs for evading detection are actively 

circulated in both extremist and general aviation communities. Documented evasion techniques include disabling 

or spoofing Remote ID broadcast, using autonomous pre-programmed flight paths that eliminate the RF signature 

between operator and drone (rendering RF-based detection ineffective), shielding Global Navigation Satellite 

System (GNSS) receivers to resist GPS spoofing countermeasures,3 and employing FOC systems that maintain 

full operator control while remaining invisible to RF detection and immune to RF jamming.102, 103 

 
3 See the FAA GNSS Interference Resource Guide for additional information regarding GPS/GNSS jamming and spoofing. 

https://www.faa.gov/about/office_org/headquarters_offices/avs/offices/afx/afs/afs400/afs410/GNSS/GPS_GNSS_Interference_Resource_Guide.pdf
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While unauthorized recreational drone activity constitutes the majority of observed incidents, security planning 

must prioritize the less frequent but higher-consequence threat posed by adversarial actors, including terrorist 

organizations and foreign intelligence services. These actors are more likely to employ techniques designed to 

evade detection, including disabling Remote ID, using pre-programmed or autonomous flight paths, leveraging 

VPN-enabled remote piloting, or employing emerging technologies, such as FOC drones. As a result, while 

baseline detection capabilities are essential for broad awareness, layered detection architectures help address 

the full spectrum of threat sophistication.  

Open-source exposure also creates operational security vulnerabilities in counter-UAS deployments at major 

events, including cases where vendors or contractors may inadvertently share details on detection system 

locations and capabilities via social media, potentially enabling adversaries to adapt tactics against known 

countermeasures.104, 105 This underscores that counter-UAS operational security is itself a critical vulnerability 

requiring systematic oversight and management.  

Stolen drones represent a persistent evasion vector that complicates both detection and attribution. Threat actors 

may deliberately use stolen UAS or compromised credentials to obscure operator identity, frustrate digital 

forensics, and hinder post-incident investigations. In some cases, drones stolen in one jurisdiction may be 

operated in another, introducing technical inconsistencies (e.g., frequency or transmission differences) that can 

further complicate identification. Incorporating stolen drone serial numbers and known compromised identifiers 

into detection systems can enhance situational awareness, enabling analysts to flag elevated risk, identify 

potential links to prior incidents, and support more effective pattern-of-life analysis.106 

 

Counter-UAS Technology and Detection Capabilities 
 

Detection Technology Landscape 

CISA’s November 2025 UAS Detection Technology Guidance emphasizes an important distinction: UAS 

detection technology refers to systems that detect, track, or identify UAS, while counter-UAS systems additionally 

include capabilities to mitigate, that is, disrupt, take over, or neutralize, a threatening drone. Detection and 

mitigation are complementary but distinct capabilities with different legal, operational, and technical 

requirements.107 

The primary detection modalities include RF analysis, which detects communication signals between drones and 

ground control stations; radar systems, which detect the physical presence and movement of airborne objects; 

acoustic sensors, which identify the distinctive sound signatures of drone motors; and EO/IR sensors, increasingly 

enhanced with artificial intelligence for automated classification. Each modality has inherent strengths and 

limitations that necessitate a layered, multi-sensor approach. 108 

A practical counter-UAS detection architecture must be both layered and scalable. For most state and local 

agencies, the immediate priority is establishing baseline airspace awareness through widely deployable, cost-

effective technologies such as Remote ID sensors and RF detection. These capabilities enable identification of 

the majority of compliant and commercial platforms and provide foundational situational awareness. More 

advanced detection modalities, including radar and EO/IR systems, can be considered on top of this baseline to 

address non-cooperative, autonomous, or RF-silent threats and to provide confirmation, tracking, and 

classification in complex environments.  
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Detection Technology Comparison 

Rather than serving as standalone solutions, these technologies can be integrated into a tiered detection 

architecture, where baseline capabilities are broadly deployed and advanced systems are selectively applied 

based on risk, environment, and mission requirements.  
 

Technology Strengths Limitations World Cup Relevance 

RF Analysis Detects C2 links; can 
identify make/model; 
locates operator 

Ineffective against autonomous or 
FOC drones; high false positives in 
urban RF environments 

Primary detection layer; requires 
tuning for dense urban RF 
environments at each venue 

Radar Range and altitude 
tracking; weather-
independent; detects all 
physical objects 

Expensive; clutter in urban 
environments with tall buildings; 
limited effectiveness against 
small/slow drones at low altitude 

Perimeter early warning; requires 
site-specific calibration for each 
stadium 

Acoustic Passive; no RF 
emissions; identifies 
motor signatures 

Limited range; degraded by ambient 
noise (crowds, public address 
systems); weather-sensitive 

Supplementary layer; severely 
challenged by stadium crowd noise 
during matches 

EO/IR + AI Visual confirmation; 
classification capability; 
evidence capture 

Line-of-sight dependent; 
weather/lighting sensitive; processing 
latency 

Confirmation and assessment layer; 
AI reducing false positive rates 

Remote ID Registration and operator 
identification; location of 
ground control station 

Compliance-dependent (hostile 
operators will disable); limited range; 
still being implemented 

Distinguishes compliant from non-
compliant operations; requires 
monitoring capability at each venue 

 

Mitigation Technologies and Constraints 

Active mitigation technologies available for counter-UAS operations include electronic countermeasures (RF 

jamming and GPS spoofing to disrupt drone communications), kinetic interceptors (nets, projectiles, and 

interceptor drones designed to physically capture or disable targets), and directed energy weapons (high-powered 

microwave and laser systems that damage electronic components). However, each technology carries significant 

operational constraints in the urban, crowd-dense environments characteristic of World Cup venues.109, 110 

Jamming technologies that disable drone communications also risk interfering with aviation safety systems, 

cellular communications, and other essential services. Kinetic interdiction methods create risks from falling debris 

in crowd environments. Federal laws governing the interception of electronic communications may constrain 

certain detection and mitigation technologies. For most state and local agencies, authorities are generally limited 

to detection, identification, tracking, and reporting, while mitigation actions typically require federal authorization or 

coordination. Security planners must navigate these legal constraints while maintaining the ability to respond to 

genuine threats within the seconds-to-minutes timelines that drone incursions demand. 

A critical lesson from the military counter-UAS experience is that no single detection or mitigation modality is 

sufficient against the full spectrum of UAS threats. The MITRE Corporation emphasizes that the most effective 

approach leverages multiple sensor modalities with correlated tracks and multiple defeat mechanisms used in 

tandem.111 The European Commission’s five-phase methodology for counter-UAS solutions, covering detection, 

tracking, identification, assessment, and response, provides a structured framework that must be tailored to each 

venue’s specific environment, risk profile, and stakeholder landscape.112, 113 
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Fiber-Optic Control Challenges 

The emergence of FOC drones represents a paradigm-shifting challenge for current counter-UAS architectures. 

FOC systems use a physical wire, an optical fiber spool weighing approximately 2 kilograms for a range of up to 

15 kilometers, to transmit command, control, and video signals between the operator and the drone. This wired 

connection completely bypasses the RF spectrum, rendering the entire category of RF-based detection and 

jamming countermeasures ineffective.114, 115 

Documentation from the Ukraine conflict shows FOC drones successfully executing precision strikes under 

conditions of heavy electronic warfare jamming that would completely disable conventional RF-controlled 

drones.116 Commercial FOC kits are now inexpensive, with ranges up to 10 kilometers. This technology is no 

longer a battlefield curiosity. It is a commercially available capability accessible to any motivated actor. Security 

planners must assume that at least some future hostile UAS operations will employ FOC or autonomous 

navigation to defeat RF-based defenses and must ensure detection architectures include radar and EO/IR 

capabilities that do not depend on RF signatures. 

 

Security Planning Considerations for Major Events 

A critical gap in the current U.S. counter-UAS posture is the absence of widespread baseline detection capability 

across state and local jurisdictions. While major event security planning often emphasizes advanced systems, 

many agencies lack basic airspace awareness tools, limiting their ability to detect, assess, and respond to UAS 

incidents. Addressing these gaps requires a distributed, adaptive security posture that prioritizes scalable, cost-

effective detection and training to establish baseline capabilities nationwide, while extending counter-UAS 

detection, observation, and public awareness beyond stadiums to fan zones and other open, high-density 

environments. While this whitepaper focuses on mass-gathering venues, small and rural jurisdictions face a 

distinct risk environment, characterized by resource constraints, geographic challenges, and lower perceived risk 

despite vulnerabilities, necessitating greater emphasis on low-cost, high-impact measures, such as public 

awareness programs, regional partnerships, and integrated multi-jurisdictional planning. 
 
 

Integrating UAS Into Event Security Architecture 

CISA’s guidance for unauthorized drone activity over sporting venues outlines a framework that should form the 

baseline for World Cup UAS security planning.117 Preparation begins with conducting comprehensive site surveys 

of each venue and surrounding area, identifying critical assets, drone launch points, detection equipment 

positioning options, locations for aerial overwatch teams, risk zones, and render-safe landing zones. Prevention 

emphasizes public awareness campaigns, signage at potential launch points, and coordination with the FAA on 

applicable TFRs and regulatory enforcement. Protection requires a layered approach: perimeter surveillance to 

detect ground-based drone operators, airspace monitoring through multi-sensor detection arrays, and 

contingency response protocols for each risk zone. Response planning must address the full spectrum from 

benign (wayward recreational drone) to catastrophic (weaponized payload delivery), with clear escalation 

protocols, pre-established coordination with federal counter-UAS response teams, and venue-specific evacuation 

procedures that account for the crowd dynamics unique to each stadium.118, 119 Planning should ensure that 

Chemical, Biological, Radiological, Nuclear, and Explosive (CBRNE) response capabilities are positioned on-site 

or within rapid response range to address potential airborne or downed UAS equipped with hazardous payloads. 

Planning should also account for legitimate UAS operations (e.g., public safety, media), including pre-event 

authorization, designated flight areas, and real-time deconfliction procedures. 



   
   

 

Emerging Risks Whitepaper • April 2026                                                                                         Page 15 of 24                 
 
© Center for Internet Security, Inc. 2026. 

 

Multi-Jurisdictional Coordination 

The World Cup’s scale will require a level of coordination that surpasses any prior domestic security operation, 

with state and local partners serving as the backbone of execution. While federal authorities provide unique 

capabilities, the effectiveness of counter-UAS efforts will depend on how well those capabilities are integrated into 

locally led security frameworks across jurisdictions.120 

At a strategic level, the challenge is not simply deploying counter-UAS capabilities but ensuring unity of effort 

across a highly distributed and complex operating environment. This includes aligning federal, state, local, and 

private sector roles across all stakeholders, including law enforcement, first responders, emergency management, 

counter-UAS teams, stadium and venue management, transit authorities, and critical infrastructure personnel; 

establishing clear governance and decision-making structures; and ensuring that information flows seamlessly 

between all stakeholders. These efforts should be aligned with Incident Command System (ICS) and Unified 

Command structures to ensure airspace awareness, aviation coordination, and safety functions are integrated 

into established operational frameworks. The focus is less on building new capabilities and more on integrating 

existing ones into a cohesive, practiced system. Pre-established relationships, planning groups, shared situational 

awareness, common communications plans, tabletop exercises, and clearly defined authorities will ensure 

partners can operate as a unified enterprise.121 

Additionally, law enforcement, emergency management, and security practitioners should routinely review and 

share best practices and lessons learned from prior large-scale events and real-world incidents with international 

partners and groups such as the Overseas Security Advisory Council (OSAC).122 For example, INTERPOL’s 

Project Stadia, which supported counter-UAS operations during the FIFA World Cup 2022 in Qatar, provides an 

established international coordination framework, including a Stadia Knowledge Management System capturing 

operational lessons from previous mega-events.123 The integration of INTERPOL’s counter-UAS testing and 

evaluation guidelines with U.S.-specific legal and operational frameworks represents an opportunity to leverage 

international experience and lessons learned. 

 

Fan Zone and Open-Perimeter Vulnerabilities  

A structural gap in current UAS security guidance is the absence of specific countermeasures for fan zones and 

open-perimeter gathering areas. While stadium TFRs and detection systems provide some protection for 

enclosed venues, the fan zones that will accommodate hundreds of thousands of spectators present 

fundamentally different security challenges: open airspace, limited physical perimeter to control, dense crowds 

without the structural containment of a stadium, and minimal existing security infrastructure.124 

The 2013 Boston Marathon bombing, an open-perimeter event where ground-based attackers bypassed all 

available security measures, provides an analogous scenario for UAS threats at fan zones. A drone carrying even 

a modest payload could access a dense fan zone crowd from any direction, with no perimeter fence, screening 

checkpoint, or detection capabilities to interdict it.  

This risk extends beyond fan zones to other open, high-density areas, such as ingress and egress routes, 

pedestrian corridors, parking areas, and transportation nodes, which offer easy access, limited screening, and 

concentrated crowds. These spaces may be targeted to exploit bottlenecks and maximize disruption or impact. 

These vulnerabilities may also be amplified by geopolitical tensions, particularly during matches involving rival 

nations, increasing the risk of targeted disruption or attacks against specific teams, players, or fan groups, 

especially in more accessible locations with fewer security controls, such as hotels, training sites, and fan zones. 

 

https://www.osac.gov/
https://www.interpol.int/How-we-work/Project-Stadia
https://www.interpol.int/How-we-work/Project-Stadia
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Counter-UAS Operational Security 

Counter-UAS systems themselves can become a vulnerability if their deployment is not managed with appropriate 

operational security. Documentation of equipment locations, technical specifications, sensor coverage gaps, and 

response protocols must be treated as security-sensitive information. Even inadvertent disclosure of counter-UAS 

sensor locations through social media or public contract documents enables adversaries to identify coverage 

gaps, tailor their approach, and select drone systems specifically designed to evade countermeasures. 

 

Lessons Learned and Emerging Global Trends 
 

FIFA World Cup 2022 - Qatar 

The FIFA World Cup 2022 in Qatar generated significant operational experience and institutional learning for 

counter-UAS at mega-events. INTERPOL’s Project Stadia case study documented the counter-UAS security 

architecture deployed across Qatar’s venues, including multi-sensor detection arrays, pre-established 

coordination protocols between Qatari security services and international partners, and an integrated command 

and control structure for airspace management during matches.125 Key takeaways included the importance of pre-

event counter-UAS testing and calibration at each specific venue, the need for rapid threat assessment protocols 

that can distinguish between benign and hostile drone contacts within the operational timeline, and the value of 

international intelligence sharing on UAS threat actors and TTPs.126 

 

2024 Summer Olympics - Paris, France 

The 2024 Paris Olympics represented a significant test of counter-UAS capabilities at a multi-venue, multi-week 

sporting event in an urban Western environment. DroneSec’s analysis documented numerous disrupted attack 

plots, including at least one with a UAS component, and extensive unauthorized drone activity requiring 

continuous security response. The Olympics also demonstrated the challenge of managing legitimate drone 

operations, including media coverage, security overwatch, and ceremonial displays, alongside the imperative to 

detect and respond to unauthorized activity.127 The experience highlighted that managing the sheer number of 

drone contacts requiring assessment is as operationally significant as the detection of any single threat. 

 

2026 Winter Olympics - Milano-Cortina, Italy  

The 2026 Winter Olympics illustrated how dispersed, open-air venues fundamentally complicate counter-UAS 

operations.128 Unlike centralized events, the multi-region footprint required persistent, coordinated airspace 

monitoring across mountain and urban environments, where drone launches are harder to detect and control.129 

Italian authorities emphasized restricted airspace, integrated security operations, and continuous surveillance, 

while also managing legitimate drone use (e.g., broadcasting) through strict credentialing and deconfliction 

measures.130 The Milan-Cortina Olympics showcased the practical importance of deconflicting authorized 

broadcast FPV drones from unauthorized contacts through pre-designated takeoff/landing zones, continuous 

tracking, and rapid identification of anomalous aircraft.131  Key takeaways include the need for layered local-

federal coordination across all venues, real-time identification to distinguish authorized from unauthorized drones, 

and integration of counter-UAS into broader cyber, intelligence, and public safety operations. 
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Red and Blue Team Testing 

Recent red and blue team testing of counter-UAS capabilities, including exercises conducted in Spain in 2025 

under INTERPOL auspices, has revealed both capabilities and gaps in current detection and response 

architectures.132, 133 These exercises consistently demonstrate that layered, multi-sensor approaches often 

outperform single-modality systems; that operator training and response protocols are as critical as technology 

capability; and that even sophisticated detection systems can be challenged by low-altitude, terrain-masking flight 

profiles, and RF-silent operational modes. 

 

The Expanding Threat Surface 

Several converging trends indicate that the UAS threat to mass gatherings will continue to intensify beyond the 

current planning horizon. The RAND Corporation’s risk assessment for intelligent swarm technology projects 

increasing threats and vulnerabilities with the technology reaching likely feasible status within 10 years.134 DHS 

has assessed that UAS capabilities are progressing faster than counter-UAS technology and federal prevention 

frameworks. The proliferation of FOC technology, autonomous navigation, and 5G-enabled beyond-visual-line-of-

sight operations will further complicate detection and attribution. Additionally, the emerging use of satellite 

communications may allow UAS to maintain control links independent of terrestrial RF or cellular networks, 

reducing the effectiveness of traditional jamming and disruption techniques.135, 136 

Europol’s Innovation Lab projects a future in which drone swarms create a volume problem for law enforcement, 

with criminal and terrorist networks exploiting the density of legitimate aerial traffic to mask hostile operations.137 

The convergence of AI, modular design, advanced power sources, and sensor technology is enabling increasingly 

sophisticated, autonomous, and adaptable UAS, while parallel advances in counter-UAS, such as directed 

energy, AI/ML-enabled detection and response, swarm defenses, and advanced sensors, are rapidly enhancing 

the precision, speed, and scalability of mitigation.138 

 

Recommendations 

Based on risk analysis, the evolution of both drone technology, as well as detection and mitigation capabilities 

and lessons learned presented in this whitepaper, the following recommendations are offered for decision-

makers, law enforcement, emergency management, and security practitioners responsible for safeguarding large-

scale public gatherings and high-profile events. Public safety agencies should translate these risk insights into 

near-term preparedness actions by establishing baseline awareness, defining detection and mitigation roles, and 

coordinating with federal partners, while integrating UAS considerations into existing planning, intelligence, and 

response frameworks.139 These scalable recommendations, ranging from foundational policy, awareness, and 

coordination to more advanced, technology-enabled capabilities, can be further supported by practical tools, such 

as pre-event checklists, incident response guides, and exercise templates. 

 

Immediate Actions 

1. Ensure a baseline level of airspace awareness through scalable and cost-effective capabilities, including 

Remote ID monitoring and RF detection, which can identify the majority of UAS activity.  

2. Deploy layered, multi-sensor counter-UAS detection across all venues and surrounding areas. Augment 

capabilities with advanced detection systems, including radar and EO/IR sensors, particularly at high-risk 

venues and dense urban environments, to detect non-cooperative, autonomous, or RF-silent platforms. 
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Integrate trained visual observers to provide an additional detection layer, support identification, and 

maintain visual confirmation where technical systems are degraded or inconclusive. No single detection 

modality is sufficient. Effective security requires a layered approach that integrates multiple sensors, 

enabling cross-cueing, reducing false positives, and improving detection of sophisticated threats while 

remaining operationally feasible.  

3. Prioritize coordination between local law enforcement, emergency management, venue security, and 

federal counter-UAS mitigation/response teams. The new state/local authorities granted under the FY2026 

NDAA must be operationalized through training, equipment fielding, and clear rules of engagement before 

an event begins. Tabletop exercises should be conducted to validate these relationships under realistic 

conditions. Plans must also establish procedures for safe handling, render-safe actions, and chain of 

custody for drones that crash, land, or are recovered, ensuring responder safety and preservation of 

evidentiary value. 

4. Develop and exercise UAS response plans for areas outside the venue, such as fan specific zones or other 

watch party areas. Address the structural gap in current guidance by deploying mobile detection assets, 

establishing observation positions, and creating crowd management protocols specific to open-perimeter 

environments. 

5. Conduct public awareness campaigns for spectators, venue staff, and local communities in advance of an 

event. Messaging should clearly communicate drone flight restrictions in effect around venues, how to 

report suspicious UAS activity, and what protective actions to take in the event of an unauthorized drone 

incursion during an event. 

6. Implement strict operational security protocols for all counter-UAS activities. Sensor locations, coverage 

areas, technical specifications, and response protocols should be considered as sensitive information with 

controlled dissemination. 

7. Prepare 911 call centers, real-time crime centers, and State and major urban area fusion centers for 

increased reporting volumes before, during, and after events. Establish protocols to triage, vet, and 

prioritize suspicious activity reports related to UAS, including clear thresholds for escalation, investigation, 

and response.  

 

Strategic Posture Recommendations 

1. Build upon baseline detection capabilities, particularly Remote ID sensors and RF signature detection, to 

establish persistent airspace awareness across jurisdictions, by implementing layered detection capabilities 

and investing in capabilities that do not rely solely on RF signatures. Radar and EO/IR capabilities are 

complementary to RF analysis to help detect more sophisticated threats, such as autonomous, satellite-

controlled, pre-programmed, or RF-silent platforms. 

2. Develop threat-informed detection profiles based on documented adversary TTPs. Detection systems 

should be calibrated to identify the presence of a drone, as well as to recognize behavioral indicators 

consistent with pre-operational surveillance, payload delivery approach profiles, and evasion or decoy 

tactics. 

3. Transition away from foreign-manufactured UAS in all security operations. Consistent with CISA/FBI 

guidance and the December 2025 National Security Determination, organizations involved in special event 

security should procure UAS platforms from vetted sources.140, 141 
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4. Establish continuous intelligence-sharing mechanisms with international partners and allied nation security 

services, focused on UAS-related threat indicators, TTPs, and the proactive exchange of best practices and 

lessons learned from prior large-scale events and real-world incidents. 

5. Implement robust public awareness campaigns informing spectators of drone restrictions, reporting 

mechanisms for suspicious activity, and appropriate protective actions in the event of an unauthorized 

drone incursion during an event. 

6. Integrate cyber threat monitoring and network defense into counter-UAS planning. State, local, and private-

sector partners should treat cyber activity as a potential precursor to UAS-enabled operations by 

incorporating network monitoring, threat intelligence, open source/social media monitoring, and anomaly 

detection into event security planning. This includes coordination between IT/cybersecurity teams and 

physical security elements to identify potential pre-operational indicators, as well as planning for degraded 

detection environments where drones may operate with limited or no detectable signal. Given existing legal 

and technical constraints on drone detection, organizations should emphasize early warning through cyber 

indicators and cross-domain situational awareness to support timely decision-making and response. 

 
Conclusion 

The UAS threat to large-scale public gatherings is a documented, legislatively recognized, and actively resourced 

national security priority. The convergence of affordable commercial drone technology, battlefield-proven 

weaponization techniques migrating from global conflict zones, diverse and capable threat actors with 

demonstrated interest in mass gathering targets, and the unique vulnerabilities of open-air sporting venues create 

a risk environment that demands a continuously evolving approach to event security. 

Additional Operational Considerations and Enforcement Challenges 

Operator Attribution: Priority focus should also be placed on identifying and locating operators through 
Remote ID, RF geolocation, and investigative techniques. Attribution is critical for interdiction, enforcement, 
and post-incident assessment.  

Ground Interdiction Teams: Effective response often depends on locating the operator. This requires 
coordinated ground-based teams, including patrol and investigative personnel, as well as federal partners, with 
clear evidence collection and chain-of-custody procedures.  

Mitigation Capabilities: State and local agencies will primarily operate in detection, identification, and 
coordination roles. Clear communication of this distinction is essential to manage expectations and ensure 
coordination with federal partners.  

Urban Environment Limitations: Dense urban environments degrade detection capabilities due to RF 
congestion, GPS interference, and infrastructure masking, increasing false positives and complicating 
identification. Layered and adaptive deployment strategies will help address these limitations.  

Open-Air and Fan Zone Risk: Open-air environments, including fan zones, present elevated risk due to 
limited perimeter control, high density, and ease of access. These areas require tailored security approaches 
distinct from hardened venues.  

System Integration and Common Operating Picture: Effective operations require a unified common 
operating picture and integration across detection technologies to enable real-time situational awareness and 
coordinated multi-agency response. 
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The FIFA World Cup 2026 represents both the most significant near-term test of the nation’s counter-UAS 

preparedness and an opportunity to establish the frameworks, capabilities, and institutional learning that will be 

required for the 2028 Olympics and the broader future of securing large public events. The federal government’s 

commitment, reflected in dedicated funding, new legal authorities, and explicit designation of World Cup venues in 

national security policy, provides the foundation. Success will depend on translating that commitment into 

operational capability at all venues, across multiple jurisdictions, against a threat that is adaptive, diverse, and 

evolving faster than the defensive measures being fielded to counter it. 

The analysis presented in this whitepaper is intended to support that operational execution. By providing decision-

makers, law enforcement, emergency management, and security practitioners with a structured understanding of 

the UAS threat landscape, grounded in sourced intelligence, documented incidents, and operational realities, this 

assessment enables a shift from reactive posture to proactive, intelligence-driven defense.  

 

Resources 

• CIS An Examination of Generative AI and Physical Threat Planning 

• CIS Critical Security Controls  

• CIS Transportation Infrastructure Sabotage as a World Cup 2026 Risk Multiplier 

• CISA Be Air Aware: Protect Critical Infrastructure and Public Gatherings 

• CISA Best Practices for Protecting Against the UAS Threat 

• CISA Cybersecurity Best Practices for Operating Commercial Unmanned Aircraft Systems 

• CISA Public Venue Security Screening Guide 

• CISA Safe Handling Considerations for Downed Unmanned Aircraft Systems 

• CISA Secure Your Drone: Privacy and Data Protection Guidance 

• CISA Security Planning Workbook 

• CISA Stadium Spotlight: Connected Devices and Integrated Security Considerations 

• CISA Suspicious Unmanned Aircraft System Activity Guidance 

• CISA Unauthorized Drone Activity Over Sporting Venues 

• CISA Unmanned Aircraft System Detection Technology Guidance 

• CISA Venue Guide for Mitigating Dependency Disruptions 

• CISA Venue Guide for Security Enhancements  

• CISA/FBI Cybersecurity Guidance: Chinese-Manufactured UAS 

• FAA GNSS Interference Resource Guide 

• FAA Law Enforcement Guidance for Suspected Unauthorized UAS Operations 

• FAA Public Safety Small Drone Playbook 

• Joint Interagency Task Force 401—Counter-UAS Operations: Safeguarding Freedoms & Preserving 
Privacy 

• NCTC Complex Operating Environment—Special and Other Significant Events  

• NCTC Complex Operating Environment—Stadiums and Arenas 

https://learn.cisecurity.org/generative-ai-physical-threat-planning?_gl=1*cxm4m2*_ga*MTQ0NzY5NjY2MC4xNzYyOTc1Mzc1*_ga_3FW1B1JC98*czE3NzYwODk4NjAkbzUxJGcxJHQxNzc2MDkwMjQ5JGoyMCRsMCRoMA..*_gcl_aw*R0NMLjE3Njk2NDI5MDguQ2owS0NRaUFoT2ZMQmhDQ0FSSXNBSlBpb3BQTl9SbjFvTm5zNXdQS2c2N1VwOUQ1bTZfdXE5Uzc0ZExkMkdTR1Y3LWFQOVhPUnBHZ1BTSWFBdTNZRUFMd193Y0I.*_gcl_au*MTcwMTkzMDIzMC4xNzcxNDIzODI1*_ga_N70Z2MKMD7*czE3NzYwODk4NjAkbzUxJGcxJHQxNzc2MDkwMjQ5JGoyMCRsMCRoMA..
https://www.cisecurity.org/controls/cis-controls-list
https://learn.cisecurity.org/transportation-infrastructure-sabotage-emerging-threats?_gl=1*1nn3wez*_gcl_aw*R0NMLjE3Njk2NDI5MDguQ2owS0NRaUFoT2ZMQmhDQ0FSSXNBSlBpb3BQTl9SbjFvTm5zNXdQS2c2N1VwOUQ1bTZfdXE5Uzc0ZExkMkdTR1Y3LWFQOVhPUnBHZ1BTSWFBdTNZRUFMd193Y0I.*_gcl_au*MTcwMTkzMDIzMC4xNzcxNDIzODI1*_ga*MTQ0NzY5NjY2MC4xNzYyOTc1Mzc1*_ga_N70Z2MKMD7*czE3NzYwODk4NjAkbzUxJGcwJHQxNzc2MDg5OTE3JGozJGwwJGgw*_ga_3FW1B1JC98*czE3NzYwODk4NjAkbzUxJGcwJHQxNzc2MDg5OTE3JGozJGwwJGgw
https://www.cisa.gov/topics/physical-security/be-air-aware/protect-critical-infrastructure-and-public-gatherings
https://www.cisa.gov/sites/default/files/2022-11/Protecting%20Against%20the%20Threat%20of%20Unmanned%20Aircraft%20Systems%20November%202020_508c.pdf
https://www.cisa.gov/sites/default/files/publications/CISA%20Cybersecurity%20Best%20Practices%20for%20Operating%20Commerical%20UAS%20%28508%29.pdf
https://www.cisa.gov/sites/default/files/publications/Public%2520Venue%2520Security%2520Screening%2520Guide_508.pdf
https://www.cisa.gov/sites/default/files/2026-01/Safe_Handling_Considerations_for_Downed_UAS_508cV2.pdf
https://www.cisa.gov/sites/default/files/2023-01/FINAL_508%20Compliant_Secure%20Your%20Drone_Privacy%20and%20Data%20Protection%20Guidance_24JAN2023.pdf
https://www.cisa.gov/sites/default/files/2023-10/CISA_AASB_Security_Planning_Workbook_508_Compliant_20230929.pdf
https://www.cisa.gov/sites/default/files/2022-11/Stadium_Spotlight_Connected_Devices_and_Integrated_Security_Considerations_508c_22JUN2022.pdf
https://www.cisa.gov/sites/default/files/2026-01/Suspicious_UAS_Activity_Guidance_508cV2.pdf
https://www.cisa.gov/sites/default/files/2024-03/Unauthorized%20Drone%20Activity%20Over%20Sporting%20Venues.pdf
https://www.cisa.gov/sites/default/files/2025-10/DetectionTech_20251030_508.pdf
https://www.cisa.gov/sites/default/files/2025-12/%28Revised%29_Venue%20Guide%20for%20Mitigating%20Dependency%20Disruptions_12130025_508.pdf
https://www.cisa.gov/sites/default/files/2025-01/Venue%20Guide%20for%20Security%20Enhancements_01032025.pdf
https://www.cisa.gov/sites/default/files/2024-01/Cybersecurity%20Guidance%20Chinese-Manufactured%20UAS.pdf
https://www.faa.gov/about/office_org/headquarters_offices/avs/offices/afx/afs/afs400/afs410/GNSS/GPS_GNSS_Interference_Resource_Guide.pdf
https://www.faa.gov/sites/faa.gov/files/uas/resources/policy_library/FAA_UAS-PO_LEA_Guidance.pdf
https://www.faa.gov/sites/faa.gov/files/2024-ASH-026_Public_Safety_Playbook_st11_0.pdf
https://media.defense.gov/2026/Mar/09/2003896718/-1/-1/1/GUIDE-FOR-THE-SCIENCE-OF-COUNTER-UAS-OPERATIONS-SAFEGUARDING-FREEDOMS-AND-PRESERVING-PRIVACY.PDF
https://media.defense.gov/2026/Mar/09/2003896718/-1/-1/1/GUIDE-FOR-THE-SCIENCE-OF-COUNTER-UAS-OPERATIONS-SAFEGUARDING-FREEDOMS-AND-PRESERVING-PRIVACY.PDF
https://www.dni.gov/files/NCTC/documents/jcat/firstresponderstoolbox/92_-_Complex_Operating_Environment_-_Special_and_Other_Significant_Events_Interactive.pdf
https://www.dni.gov/files/NCTC/documents/jcat/firstresponderstoolbox/Complex_Operating_EnvironmentStadiums_and_Arenas.pdf
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• NCTC Enhancing Security for High Profile Figures at Public Gatherings 

• NCTC Large Public Gatherings Attractive Targets for Violent Extremists 

• NCTC Mitigating Terrorist Threats at Special Event Fan Zones and Watch Parties: Public Safety 
Considerations 

• NCTC Tailored Security for Major Events Mitigates Terrorist Threat to Hospitality and Nightlife Industry 

• NCTC Third-Party Security Critical to Safeguarding Public Gatherings From Terrorist Threats 

• NCTC Unmanned Aircraft System: Recognizing Malicious Modification 

• NCTC Use of Unmanned Aircraft Systems by FTO-Designated Mexico-Based Cartels a Danger to US 
Security Officials and Public Safety 

• SAFECOM Uncrewed Aircraft System Resource Guide for Public Safety and Life Support 

 

 

 

 

 

This whitepaper was a collaboration between the  

Center for Internet Security (CIS) and DroneSec,  

with review and input from  

the Major County Sheriffs of America (MCSA),  

the Major Cities Chiefs Association (MCCA),  

the Association of Law Enforcement Intelligence Units (LEIU),  

the Small and Rural Law Enforcement Executives Association (SRLEEA), 

the National Center for Spectator Sports Safety and Security (NCS4),  

the New Jersey State Police (NJSP),  

the Institute for Strategic Dialogue (ISD), 

DRONERESPONDERS,  

and Aerisq Solutions. 

 
 
 
 
 
 
 
 

For additional support, or information regarding services, please contact CIS.  

https://www.dni.gov/files/NCTC/documents/jcat/firstresponderstoolbox/174s-Enhancing_Security_for_High-Profile_Figures_at_Public_Gatherings.pdf
https://www.dni.gov/index.php/nctc-how-we-work/joint-ct-assessment-team/first-responder-toolbox/events-attractions/jcat-163s
https://www.dni.gov/files/NCTC/documents/jcat/firstresponderstoolbox/176s_-_Mitigating_Terrorist_Threats_at_Special_Event_Fan_Zones_and_Watch_Parties-Public_Safety_Considerations.pdf
https://www.dni.gov/files/NCTC/documents/jcat/firstresponderstoolbox/176s_-_Mitigating_Terrorist_Threats_at_Special_Event_Fan_Zones_and_Watch_Parties-Public_Safety_Considerations.pdf
https://www.dni.gov/files/NCTC/documents/jcat/firstresponderstoolbox/175s_-_Tailored_Security_for_Major_Events_Mitigates_Terrorist_Threat_to_Hospitality_and_Nightlife_Industry.pdf
https://www.dni.gov/files/NCTC/documents/jcat/firstresponderstoolbox/161s-Third-Party-Security-Critical-to-Safeguarding-to-Public-Gatherings-From-Terrorist-Threats.pdf
https://www.dni.gov/index.php/nctc-how-we-work/joint-ct-assessment-team/first-responder-toolbox/unmanned-aircraft-systems/unmanned-aircraft-system-uas-recognizing-malicious-modification
https://www.dni.gov/files/NCTC/documents/jcat/firstresponderstoolbox/168b-Use-of-UAS-by-FTO-Designated-Mexico-Based-Cartels-danger-to-US-security-officials-and-public-safety.pdf
https://www.dni.gov/files/NCTC/documents/jcat/firstresponderstoolbox/168b-Use-of-UAS-by-FTO-Designated-Mexico-Based-Cartels-danger-to-US-security-officials-and-public-safety.pdf
https://www.cisa.gov/sites/default/files/2025-03/25_0228_s-n_Uncrewed_Aircraft_Systems_Resource_Guide_for_Public_Safety_and_Life_Support_508C.pdf
https://www.cisecurity.org/services
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